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INTRODUCTIONI 

Executive 
Summary 

If you have the time or inclination 
to look up quotes about innovation, 
you might be in for a surprise. The 
word “innovation” often comes 
with a negative connotation. Most 
quotes go something along the 
lines of this one from Voltaire: “Our 
wretched species is so made that 
those who walk on the well-trodden 
path always throw stones at those 
who are showing a new road.” Or 
this one by Author Richelle Mead: 
“Throughout history, people with 
QHZ�LGHDV�ȃ�ZKR�WKLQN�GLHUHQWO\�
and try to change things — have 
always been called troublemakers.” 

However, the government needs 
innovators, especially ones who 
ZDQW�WR�PDNH�D�GLHUHQFH�IRU�WKH�
common good. There is no single 
path or silver bullet for innovation, 
but across the government, from 
the federal to the local levels, 
employees are thinking outside the 
ER[�DQG�GDULQJ�WR�GR�WKLQJV�GLHU-
ently. And it’s high time we honor 
that innovation. 

Consider that a team of NASA 
UHVHDUFKHUV�IRXQG�ȵRZLQJ�ZDWHU�
RQ�0DUV�DIWHU�D�ȴYH�\HDU�VHDUFK��
A Defense Advanced Research 
Projects Agency team designed 
an autonomous car that drove 
more than 3,400 miles across 15 
states. And Minnesota connected 
100,000 unemployed residents 
with job resources. 

This is government and this is 
innovation. 

In this annual end-of-year list 
issue, GovLoop analyzed the best 
public-sector innovations across 10 
categories:

1. Customer Service Stars.

2. Map Masters.

3. Security Superheroes.

4. Process Powerhouses.

5. Digital Services Standouts.

6. Human Resources Rescuers.

7. Acquisition All-Stars.

8. Cloud Connectors. 

9. Data Dominators.

10. Future Trends.

But we didn’t stop there. We also 
talked with two leaders — one at 
the federal and one at the state lev-
el — to pick their brains about what 
was really innovative in 2015. 

After all, as Author Robin Sharma 
wrote, “Dreamers are mocked as 
impractical,” but “the truth is they 
are the most practical, as their 
innovations lead to progress and a 
better way of life for all us.” So join 
us in viewing some of the ways gov-
ernment employees are innovating 
to improve our world. 

Innovation
 noun     |   in·no·va·tion   | 

: a new idea, device, or method 
: the act or process of introducing new ideas, devices or methods
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The largest cyber breach in the his-
tory of government saw the person-
DOO\�LGHQWLȴDEOH�LQIRUPDWLRQ�RI�PRUH�
than 22 million federal government 
employees, contractors, and their 
IDPLOLHV�FRPSURPLVHG��&ODVVLȴHG�
records, government security clear-
DQFHV��DQG�HYHQ�ȴQJHUSULQWV�ZHUH�
leaked after a simple phishing attack 
LQȴOWUDWHG�WKH�2ɝFH�RI�3HUVRQQHO�
Management’s (OPM) network. 

In order to better understand the 
breach, the government’s reaction, 
and how future attacks can be 
prevented, GovLoop sat down with 
Ned Miller, Chief Technology Strate-
gist for Public Sector at Intel. 

“In the wake of the breach, the 
2ɝFH�RI�0DQDJHPHQW�DQG�%XGJHW�
DQG�WKH�2ɝFH�RI�WKH�)HGHUDO�&KLHI�
ΖQIRUPDWLRQ�2ɝFHU�DVVHPEOHG�
a taskforce to operationalize an 
investigation into the breach,” said 
Miller. “ I think this was a great next 
step following the 30-day cyberse-
curity sprint.”

The taskforce discovered that the 
230�EUHDFK�ZDV�VSHFLȴFDOO\�FRQ-
ducted through a phishing attack – 
or an email borne attack. A phishing 
DWWDFN�W\SLFDOO\�LQYROYHV�D�VSHFLȴF�LQ-
dividual the hacker considers a high 
value asset. The attackers attempt 
to compromise their credentials in 
order to get to datasets. 

 “Once they capture their creden-
tials, they use that information to do 
a privileged escalation,” Miller said. 

“A privileged escalation gives the 
hacker the opportunity to laterally 
move across the network. So the 
hacker has the ability to compro-
mise additional high value assets.” 
The way they come into the system 
is typically through an endpoint or a 
consumer’s device. 

ΖQ�RUGHU�WR�KHOS�DJHQFLHV�ȴQG�D�
path forward after the breach, the 
White House released a mandate 
that, according to Miller, takes a 
more comprehensive and pre-
scriptive approach than the federal 
cybersecurity sprint. For example, 
the memo mandates that within 
30 days all agencies must comply 
with the guidance directed towards 
authentication and credentials. 

However, Miller concedes the new 
guidance will not be easy to imple-
ment. “There will be a number of 
challenges the government will face, 
in particular those of information 
sharing, skilled resources, and 
budget alignment.”

IMPLEMENTATION 
CHALLENGES
Budget alignment 
7KH�ȴVFDO�\HDU������EXGJHWV�ZHUH�
drafted months ago. Now the new 
guidance has come out, so agencies 
have to align their existing budget 
allocation to this new guidance. The 
PHPR�GLFWDWHV�YHU\�VSHFLȴF�GHOLY-
erable dates that agencies need to 
meet. “With the current budgetary 
environment, those December and 
March deadlines are going to be 
YHU\�GLɝFXOW�WR�PHHW�ȋ�0LOOHU�VDLG��

Skilled workforce 
“Right now the government doesn’t 
have enough cybersecurity talent to 
implement some of these objectives 
laid out in the memo,” he said. “If 
they don’t recruit and hire the right 
SHRSOH��WKH\�ZRQȇW�EH�DEOH�WR�IXOȴOO�
the objectives in the memo.”

Information sharing 
The ability to share threat intelli-
gence information in a more mean-
ingful way is paramount to the suc-
cess of security in government. “We 
need to share threat information 
in a way that reinforces our overall 
position around the threat defense 
lifecycle,” according to Miller. 

To help combat these challenges, 
Intel has rolled out a Security Threat 
Defense Lifecycle program. The 
solution takes a network’s defense 
sensor grid, whether it’s at the net-
work level or at the endpoint, and 

creates an automated communica-
tion path for those sensors to take 
a proactive remediation position 
based on the threat intelligence 
data that they capture. “With the 
solution, agencies can remediate 
WKUHDWV�LQ�D�PXFK�PRUH�HɝFLHQW�
manner with fewer resources,” 
explained Miller. 

The automated communication 
path created by the Security Threat 
Defense Lifecycle is just one part 
of Intel’s approach to combating 
cyber breaches. “For the last 18 
months we have been talking about 
the connected security story. The 
government has been operating 
as a series of siloed technologies 
that are all chasing the same out-
come. The challenge was we didn’t 
KDYH�DQ�HHFWLYH�PHDQV�WR�VKDUH�
LQIRUPDWLRQ�DFURVV�WKRVH�GLHUHQW�
FODVVLȴFDWLRQV�RI�VHQVRUV�ȋ�VDLG�
Miller. “Now we do.”

Intel’s connected security posture 
features antivirus, application control 
software, and a host of intrusion 
prevention software that make up 
WKHVH�GLHUHQW�FODVVLȴFDWLRQV�RI�VHQ-
sors. Intel created a message fabric 
that allows points on the defensive 
sensor grid to actually communicate 
with one another and share the 
threat intelligences globally across 
that sensor grid. “We can react in an 
automated fashion in milliseconds to 
the latest threat,” said Miller. Intel’s 
connected security story is helping 
to make the government more 
VHFXUH�DQG�HɝFLHQW��

A YEAR IN CONNECTED 
SECURITY 

An interview with Ned Miller, Chief Technology Strategist for Public Sector, Intel 

INDUSTRY SPOTLIGHT

https://www.whitehouse.gov/blog/2015/06/17/fact-sheet-enhancing-and-strengthening-federal-government-s-cybersecurity
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CUSTOMER 
SERVICE 
STARS 
 

As its name implies, good customer service 
is all about improving the relationship 
with the end user. But in the past few 
years, technology has changed citizen 
expectations of what good government 
service looks like. Now the public expects 
to receive government services digitally 
and around the clock. Agencies on the 
leading edge of customer service have put 
citizens in the driver’s seat. Governments 
have reorganized to align services based 
on citizens, not internal government 
processes. Here are some examples.
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CUSTOMER SERVICE 

What Do You 
Have to Say? 

FEEDBACK.GOV LAUNCHES

THE PROBLEM:
The imperative to improve cus-
tomer service can be perplexing 
for some government employees. 
Because some government services 
DUH�PDQGDWRU\��ZKDW�GLHUHQFH�
does it make if the process isn’t 
perfect? But performance mea-
surement is critical for government 
programs’ success and the health of 
the public. 

THE SOLUTION
Following a White House Executive 
Order to improve customer service 
in 2011, General Services Admin-
LVWUDWLRQ�RɝFLDOV�GHFLGHG�WR�VWDUW�
at the source. They decided to im-
prove customer feedback surveys. 

The idea was simple: GSA would 
get rid of the long, archaic and 
GLɝFXOW�WR�FRPSOHWH�VXUYH\V�DQG�
instead create portals where users 
could submit anonymous high-qual-
ity performance information. 

More than a customer service 
tool, the Feedback USA customer 
experience pilot seeks to improve 
customers’ experience where 
they use government services the 
most. In the words of Denise Roth, 
GSA’s Administrator, the initiative is 
slated “to improve the information 
available to make data-driven, stra-
tegic decisions around customer 

experience through Feedback USA. 
7KURXJK�*6$ȇV�2ɝFH�RI�&LWL]HQ�
Services and Innovative Technology, 
DQ�RɝFH�IRFXVHG�RQ�HQKDQFLQJ�
data, information and services to 
the American people, we will be 
supporting project management, 
[providing] data analytic support, 
[and] procuring kiosks and software 
to analyze and transmit the anon-
ymous feedback around Feedback 
USA. Ultimately, through Feedback 
USA, we look forward to providing 
better value to the public.” 

Ȋ7KLV�LV�WKH�ȴUVW�WLPH�ZHȇYH�KDG�D�UH-
DO�WLPH�HRUW�WR�PHDVXUH�FXVWRPHU�
service,” said Victoria McFadden, 
'HSXW\�&KLHI�&XVWRPHU�2ɝFHU�DW�
*6$ȇV�2ɝFH�RI�&XVWRPHU�([SH-
rience. “We want to see if there’s 
something agencies will react to if 
it’s real-time data.”

Customers expect quick, reliable 
and convenient service, so the 
feedback system relies on smiley 
face buttons that can alert agents 
to their performance in real-time, 
rather than passively using web traf-
ȴF�GDWD��VDWLVIDFWLRQ�VXUYH\V�DIWHU�
phone conversations and annual 
customer satisfaction surveys. Many 
agencies depend on those meth-
ods, but they’re not always reliable 
and rarely happen in person. 

Outwardly, GSA’s system is simple 
— even if the technology isn’t. Cus-
tomers click on one of four emoji 

buttons: a happy face, a somewhat 
happy face, an angry face or a 
somewhat angry face. The data 
then streams in real time to the 
DJHQF\ȇV�FXVWRPHU�VHUYLFH�RɝFHV�
and is summarized every hour. 

7KH�6WDWH�DQG�9HWHUDQV�$DLUV�
departments and the Social Se-
curity Administration are all giving 
Feedback USA (Feedback.usa.gov) 
a try. And so far the real-time cus-
tomer reactions have been positive. 
Since the kiosks in State’s passport 
agencies went live, the agency has 
received more than 1,500 respons-
es from customers who tapped the 
kiosk buttons. 

Although it’s still too early to identify 
meaningful trends, McFadden has 
noted that the results have been 
“surprisingly positive.”

Eventually, GSA plans to roll out 
similar feedback programs for 
taxpayers interacting with other 
agencies both online and through 
call centers.

TAKEAWAY: 
Without understanding customer 
satisfaction levels, front-facing 
agencies are left to blindly provide 
VHUYLFH�WKDW�FDQ�ȵXFWXDWH�RQ�WKH�
quality spectrum. Feedback.usa.
gov provides a strong precedent for 
other agencies to follow.

https://www.whitehouse.gov/the-press-office/2011/04/27/executive-order-13571-streamlining-service-delivery-and-improving-custom
https://www.whitehouse.gov/the-press-office/2011/04/27/executive-order-13571-streamlining-service-delivery-and-improving-custom
http://www.gsa.gov/portal/content/240359
http://www.gsa.gov/portal/content/240359
http://www.gsa.gov/portal/content/240359
https://www.washingtonpost.com/news/federal-eye/wp/2015/08/19/happy-or-unhappy-with-your-tsa-experience-tap-a-button-to-let-the-government-know-we-said-tap/
https://fcw.com/blogs/lectern/2015/10/kelman-smiley-faces.aspx
https://fcw.com/blogs/lectern/2015/10/kelman-smiley-faces.aspx
https://fcw.com/blogs/lectern/2015/10/kelman-smiley-faces.aspx
https://www.washingtonpost.com/news/federal-eye/wp/2015/08/19/happy-or-unhappy-with-your-tsa-experience-tap-a-button-to-let-the-government-know-we-said-tap/
https://www.washingtonpost.com/news/federal-eye/wp/2015/08/19/happy-or-unhappy-with-your-tsa-experience-tap-a-button-to-let-the-government-know-we-said-tap/
https://www.washingtonpost.com/news/federal-eye/wp/2015/08/19/happy-or-unhappy-with-your-tsa-experience-tap-a-button-to-let-the-government-know-we-said-tap/
http://Feedback.usa.gov
https://fcw.com/blogs/lectern/2015/10/kelman-smiley-faces.aspx
https://fcw.com/blogs/lectern/2015/10/kelman-smiley-faces.aspx
https://www.washingtonpost.com/news/federal-eye/wp/2015/08/19/happy-or-unhappy-with-your-tsa-experience-tap-a-button-to-let-the-government-know-we-said-tap/
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CUSTOMER SERVICE 

Lost No More  
TEXAS FINDS RIGHTFUL 

HOMES FOR UNCLAIMED 
PROPERTY 

THE PROBLEM
According to the National Associa-
tion of Unclaimed Property Admin-
istrators, unclaimed property refers 
WR�ȊDFFRXQWV�LQ�ȴQDQFLDO�LQVWLWXWLRQV�
and companies that have had no 
activity generated or contact with 
the owner for one year or a longer 
period.” Texas alone is currently 
sitting on nearly $4 billion in un-
claimed money and property.

THE SOLUTION
7R�UHGXFH�WKDW�QXPEHU��RɝFLDOV�LQ�
the Lone Star State decided to go on 
WKH�RHQVLYH��7KH�VWDWH�FRPSWUROOHUȇV�
RɝFH�KDV�EHHQ�SURDFWLYH�LQ�UHWXUQ-
ing more than $200 million within 
WKH�SDVW�ȴVFDO�\HDU�E\�JRLQJ�GLJLWDO�

7KH�RɝFH�LV�PDNLQJ�LW�LQFUHDVLQJO\�HDV\�
and citizen-friendly to submit claims 
for missing property by developing an 
easy-to-use web interface. In addition, 
WKH�RɝFH�LV�PDNLQJ�WKUHH�HRUWV�WR�
SURDFWLYHO\�ȴQG�RZQHUV��PDLOLQJ�QRWLF-
es to owners reported with complete 
last-known addresses, providing a 
database search feature for property 

location and participating in a national 
unclaimed property database. 

“While it does come in a little faster 
than we can get it out, our goal is 
to always return as much of that 
property as we can,” Supervisor of 
Unclaimed Property Bryant Clayton 
said in an interview. “It is a fun job. We 
do get a lot of people who are…very 
excited that we are holding funds for 
them and are very excited when we 
can pay that money back to them.” 

Citizens can check their claim status 
via Texas’ unclaimed property web-
site and by directly contacting the 
agency — a step that goes further 
than simply sending an inquiry into 
the abyss. 

TAKEAWAY
By streamlining the unclaimed 
property process, the state was 
able to improve service while reduc-
LQJ�ȴQDQFLDO�RYHUKHDG��

http://kxan.com/2015/10/08/texas-sitting-on-4-billion-in-unclaimed-property/
https://www.missingmoney.com/
https://www.missingmoney.com/
http://kxan.com/2015/10/08/texas-sitting-on-4-billion-in-unclaimed-property/
http://comptroller.texas.gov/up/
http://comptroller.texas.gov/up/
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CUSTOMER SERVICE 

Transplanting 
Success 

HHS HELPS ORGAN DELIVERY 
GO DIGITAL

THE PROBLEM
Currently, the process of labeling, 
packaging and transporting organs 
is completed entirely by hand, 
taking considerable amounts of 
time — time that people waiting for 
transplants don’t have. 

THE SOLUTION
As of today, more than 79,000 
people are on a waitlist for lifesav-
ing organ transplants, according 
to the Department of Health and 
Human Services. In order to greatly 
reduce the chances of transcription 
errors or mistakes as a result of 
illegible handwriting, HHS created 
a comprehensive, automated and 
electronic system called TransNet. 
TransNet is part of the Organ 
Procurement and Transplantation 
Network (OPTN), which uses bar-
code scanning technology to help 
label, package and track organs and 
biologic materials shipped national-
ly for transplantation.

Rather than rely on handwritten 
packaging and labeling — an 
archaic process sorely in need of 
an update — this is an opportunity 
IRU�WUDQVSRUWHUV�WR�PRUH�HɝFLHQWO\�
and proactively deal with organs. 
“Despite advances in medicine 
and technology, and increased 
awareness of organ donation and 
transplantation, the gap between 
supply and demand continues to 
widen,” according to OPTN. As a 
result, this service is needed more 
than ever before. 

Created by the HHS Services Entre-
preneurs-in-Residence Program, 
7UDQV1HWȇV�ȴUVW�WULDO�EHJDQ�LQ������
ZLWK�ȴYH�SDWLHQWV��:LWK�LWV�VXFFHVV��
more organ-related agencies are 
undertaking trainings to ensure that 
PRUH�HɝFLHQW�RUJDQ�WUDQVSRUWDWLRQV�
FDQ�ȴOO�WKH�QHHG�DW�KDQG��0HPEHUV�
of the OPTN/United Network for 
Organ Sharing Operations and Safe-
ty Committee envision a day when 
transplant centers can simply scan 
barcodes when they receive organs 
to correctly identify recipients. 

TAKEAWAY
Creative and innovative uses of 
WHFKQRORJ\�FDQ�PDNH�HYHQ�GLɝFXOW�
processes like organ transplants 
PRUH�HɝFLHQW�DQG�VXFFHVVIXO��

http://optn.transplant.hrsa.gov/
http://optn.transplant.hrsa.gov/news/innovative-electronic-labeling-and-packaging-solution-spreads-across-opos/
http://optn.transplant.hrsa.gov/news/innovative-electronic-labeling-and-packaging-solution-spreads-across-opos/
http://optn.transplant.hrsa.gov/news/opos-nationwide-encouraged-to-adopt-transnet-technology/
http://optn.transplant.hrsa.gov/news/opos-nationwide-encouraged-to-adopt-transnet-technology/
https://www.transplantpro.org/resources/organ-transport/
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When government runs on flash

What was complex, now is simple

What filled data center racks, 
now fits in a box

What took days, now takes hours

What became outdated, now is evergreen

© 2015 Pure Storage, Inc. All rights reserved. Pure Storage, Pure1, and the P Logo are trademarks of Pure Storage, Inc. All other trademarks are the property of their respective owners. 

Pure Storage (PSTG) is the #1 recommended technology vendor (based on Satmetrix 2015 NPS Global B2B Benchmarks). To learn 
more about how Pure Storage can help your agency accelerate what’s possible, visit www.purestorage.com/government  

http://purestorage.com/government
http://purestorage.com/government
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Security and speed are generally 
concepts that are incongruous 
for the public sector. Rarely do 
government agencies think they 
can be both fundamentally secure 
and still deploy new, innovative 
technologies and solutions at 
a fast rate – a rate on par with 
their private sector counterparts. 
However, that thought process is 
EHFRPLQJ�RXWGDWHG�QRZ�WKDW�ȵDVK�
storage solutions are fundamentally 
FKDQJLQJ�WKH�VSHHG�DQG�HɝFLHQF\�
of government applications. 

In order to better understand how 
ȵDVK�VWRUDJH�FDQ�KHOS�WKH�SXEOLF�
sector be both secure and innova-
tive, GovLoop sat down with Vaughn 
Stewart, Vice President of Enterprise 
Architecture at Pure Storage.

$W�LWV�PRVW�EDVLF�OHYHO��ȵDVK�VWRUDJH�
is a data repository or storage 
V\VWHP�WKDW�XVHV�ȵDVK�PHPRU\�
instead of traditional spinning disks. 
Like a record player, disk storage 
leverages rotating platters and 
heads to read data from a magnetic 
GHYLFH��ZKLOH�ȵDVK�VWRUDJH�OHYHUDJHV�
ȵDVK�PHPRU\��WKH�VDPH�ȵDVK�WKDWȇV�
in a modern smart phone), to vastly 
improve performance. With Pure 
Storage, customers don’t have to 
VDFULȴFH�SHUIRUPDQFH�IRU�VHFXULW\��

“Pure Storage is highly robust se-
cure and simple. The FlashArray can 
accelerate data processing, allowing 
what used to take a year n spinning 
disk to complete in a month and 
with all of the data encrypted 

based on a NIST validated AS-256 
encryption algorithm,” said Stewart. 
“The beauty with Pure is the level 
of security and hardening in the 
FlashArray is all behind the seems 
and does not complicate the sim-
plicity of our platform. You simply 
FDQQRW�ȴQG�WKLV�ZLWK�WUDGLWLRQDO�GLVN�
based storage.”

Pure Storage deploys its solutions 
with government-approved security 
features not only included (at no 
additional cost), but also on by de-
fault. “There’s no way to step down 
RU�WXUQ�R�WKLV�GDWD�VHFXULW\��2XU�
solution prevents you from being 
exposed to a cyberattack due to 
human error,” said Stewart. 

Of course, security is more complex 
than just the protection of the data. 
Often, government organizations 
are running additional cyberse-
curity software to further protect 
networks. While agencies are 
conditioned to expect performance 
degradation with enhanced securi-
ty, Pure has shown that by running 
WKRVH�SURGXFWV�RQ�DOO�ȵDVK�VWRUDJH�
they can get the security they need, 
while maintaining superior perfor-
mance levels. 

3XWWLQJ�VHFXULW\�ȴUVW�JRHV�D�ORQJ�
way to helping both government 
employees and the public feel 
more secure about the data the 
government is hosting. “Particularly 
LQ�WKH�ZDNH�RI�WKH�230��2ɝFH�RI�
Personnel Management) breach 
where over 22 million personnel 

records were hacked, cybersecurity 
has become personal to govern-
ment employees,” said Stewart. 
“Pure storage aligns to the National 
Initiative for Cybersecurity Educa-
tion (NICE) which was rolled out by 
the National Institute for Standards 
and Technology (NIST). The founda-
tion of the NIC model is ‘Provision 
Securely,’ which means protect your 
agency from malicious insiders. By 
embedding security solutions at 
every layer and allowing organi-
zations to maintain performance 
levels, we can help ease this tension 
while helping to make government 
more secure.” 

6WHZDUW�QRWHG�WKDW�ȵDVK�VWRUDJH�
allows government agencies to 
securely deploy solutions exponen-
tially faster in three critical ways: 

)LUVW��VLQFH�ȵDVK�LV�PHPRU\�EDVHG�
media, it’s 10 times faster than disk. 
:KHWKHU�LW�DOORZV�ȴUVW�UHVSRQGHUV�
use to get the information they need 
quickly, speeds up a report that 
used to take hours to run or allows 
citizens to check the status of a safe-
W\�FRPSODLQW��ȵDVK�FDQ�DFFHOHUDWH�DQ�
agency’s most critical functions. 

6HFRQG��ȵDVK�VWRUDJH�UHTXLUHV�QR�
tuning. Not only can IT workers use 
their time better elsewhere, but 
government organizations can de-
SOR\�QHZ�LQLWLDWLYHV�ZLWK�FRQȴGHQFH�
that their storage infrastructure can 
handle even the most demanding 
applications and the highest peaks 
in demand. 

7KLUG��ȵDVK�FDQ�DFWXDOO\�UHGXFH�WKH�
number of servers, software licens-
ing and administrative overhead it 
takes to run datacenter operations. 
With a smaller footprint, coupled 
with lower power and cooling 
costs, storage has never been 
simpler to manage. 

“All three of those have an accel-
eration element to it,” explained 
Stewart. “Agencies can both deliver 
computation results faster and help 
WKHLU�VWD�EH�PRUH�DJLOH�EHFDXVH�
they’ve eliminated a lot of the 
overhead, additional servers and 
software licenses that are required 
to operate.”

For example, think about a police 
department’s response to a 
potential terrorist incident, where 
fast access to information is crucial. 
Does their need for fast data 
mean they’re willing to risk leaking 
information to the public, poten-
tially causing widespread panic? 
Absolutely not. “If they are trying to 
react to an incident, or prevent an 
incident, the speed at which they 
send and receive information is 
FULWLFDO��:LWK�ȵDVK��WKDW�KDSSHQV�DW�D�
much faster rate without compro-
mising security,” said Stewart. 

Security, speed and innovation 
aren’t always synonymous in 
JRYHUQPHQW��EXW�ȵDVK�VWRUDJH�LV�
making it a reality.

WHEN SECURITY & 
SPEED ARE ALIGNED 

An interview with Vaughn Stewart, Vice President of Enterprise Architecture, Pure Storage
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MAP 
MASTERS 
 

Geospatial information systems (GIS) 
are popping up everywhere. It’s not 
just your phone giving you directions 
to the nearest Dunkin Donuts; maps 
are transforming the way government 
operates by making it more efficient 
and mobile. To take advantage of GIS 
capabilities, leading agencies are 
digitizing with maps to enable field 
workers to do their jobs more effectively. 
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MAP MASTERS 

Looming Lorax  
HOW MAPS TRANSFORMED 

D.C.’S TREE INSPECTIONS

PROBLEM
Every year the District of Columbia 
is inundated with more than 7,000 
tree inspection requests. However, 
because of this high demand, the 

District Department of Transporta-
tion’s Urban Forestry Administration 
(UFA) was unable to respond in a 
timely fashion. 

SOLUTION
To better understand the situation 
DQG�HQDEOH�ZRUNHUV�WR�ȴOH�UHSRUWV�
LQ�WKH�ȴHOG��'LVWULFW�RɝFLDOV�ORRNHG�
to maps to streamline processes 
DQG�EXLOG�HɝFLHQFLHV��

A little background: UFA operates 
a 311 system for tree service re-
quests. That means the department 
is mandated to respond to tree in-
spections requests within 72 hours. 
In 2010, it took, on average, 37 days 
to resolve a tree inspection. 

To correct the problem, UFA used 
maps to discover where the most 

requests were coming from and 
DVVLJQ�VWD�DFFRUGLQJO\��Ȋ2ULJLQDOO\�
our team was spread out based 
on neighborhoods — not by an 
even distribution of trees,” said 
Earl Eutsler, Director of the Urban 
Forestry Agency at a GovLoop and 
ESRI GIS meetup. “We were able to 
leverage data collection apps and 
dashboards to ensure service de-
livery and track work orders. Using 
maps, we have been able to greatly 
enhance how the agency delivers 
services to the D.C. citizens.”

The team traded individual zones 
for a more collaborative tree 
collection process, in which the 
type of tree, request and date are 
all entered into a tablet-accessible 
map. “As you can imagine from 
their job description, the team at 
the urban forestry department is 
HQWLUHO\�ȴHOG�IRFXVHG��6R�Ζ�QHHGHG�
for them to have the information in 
their hands,” Eutsler said. 

7KH�WHDP�FDQ�ȴOH�UHSRUWV��UHTXHVW�
more information and complete tree 
inspection paperwork using tablets. 

“The maps include a running dash-
board of open cases and requests,” 
he said. “By using this system, we 
have been able to reduce the num-
ber of days it takes us to respond 
from 37 down to two. It’s incredible 
progress and it’s something the 
people of D.C. really appreciate.”

All of the dashboard data the maps 
collect is shared publicly. “It’s been 
great to have our citizens be able to 
track their requests. They can see 
when there is a problem and they 
know who to reach out to. It’s a great 
time-saver all around,” Eutsler said. 

Now that the workforce is dis-
SDWFKHG�PRUH�HɝFLHQWO\��LWȇV�DEOH�
to handle requests faster, improve 
employee satisfaction and meet the 
72-hour deadline. 

TAKEAWAY
Using maps driven by real-time data 
can help government workers make 
faster and better decisions to better 
serve the end user.

https://www.govloop.com/maps-on-apps-and-apps-on-maps-gis-beyond-the-office/
https://www.govloop.com/maps-on-apps-and-apps-on-maps-gis-beyond-the-office/
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MAP MASTERS 

No More Water 
Damage  

FEMA FLOOD MAPS  

PROBLEM: 
In October, more than 26 inches of 
rain fell in a 24-hour period in South 
Carolina — shattering the regional 
ȵRRG�UHFRUG, breaking dams and 
stranding thousands of residents. 
The region experienced more than 
$4 billion in damages. One of the 
reasons for the massive loss of 
property was a lack of updated 
ȵRRG�PDSV�IRU�WKH�UHJLRQ��

SOLUTION: 
7R�KHOS�SUHYHQW�VXFK�D�ȴQDQFLDO�KLW��
the Federal Emergency Manage-
PHQW�$JHQF\��)(0$��FUHDWHG�D�ȵRRG�
hazard-mapping program called 
Risk Mapping, Assessment and 
Planning (Risk MAP). 

With the help of detailed, interac-
tive and responsive maps, FEMA 
ZRUNHUV�FDQ�LGHQWLI\�ȵRRG�KD]DUGV��
DVVHVV�ȵRRG�ULVNV�DQG�SDUWQHU�ZLWK�
states and communities to provide 
DFFXUDWH�ȵRRG�KD]DUG�DQG�ULVN�GDWD�
to guide them to mitigation actions.

Risk MAP is an important part of the 
National Flood Insurance Program, 
as it is the basis of the program’s 
UHJXODWLRQV�DQG�ȵRRG�LQVXUDQFH�
requirements. What that means is 
that insurance companies use the 
SURJUDP�WR�ȴJXUH�RXW�KRZ�PXFK�
compensation someone receives 
for water damage. 

Additionally, with Risk MAP, resi-
dents are better able to understand 
the risks associated with their 
property. Risk MAP can pinpoint 
ȵRRG�FRQFHUQV�GRZQ�WR�D�VLQJOH�
point of interest such as a house 
or business via the address search. 
The address search also provides 
users with the ability to see if their 
residence is at risk, how large the 
ȵRRGLQJ�UHJLRQ�LV�DQG�ZKLFK�WRROV�
can help rectify the situation. 

$OO�RI�WKH�ȵRRG�GDWD�DOORZV�LQGLYLG-
XDOV�DQG�JRYHUQPHQW�RɝFLDOV�WR�
understand which areas are at the 
greatest risk for damage in the case 
of substantial rain. In South Caroli-
na, residents are already using the 
portal to track insurance claims and 
prepare for the future. In addition, 
because the app updates in real 

time, residents can also track the 
FXUUHQW�ȵRRG�OHYHOV�DV�WKH�UHJLRQ�
dries out. 

TAKEAWAY: 
Natural disasters can strike at any 
moment, but communities and 
the government do not need to be 
FDXJKW�R�JXDUG��8VLQJ�SUHGLFWLYH�
mapping, the government is better 
able to prepare communities be-
IRUH�D�ȵRRG��

http://www.weather.com/news/news/south-carolina-historic-flood-rainfall-record-extreme
http://www.weather.com/news/news/south-carolina-historic-flood-rainfall-record-extreme
https://msc.fema.gov/portal/search
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MAP MASTERS 

Food Gets Safer  
FDA MAPS THE WAY TO 

HEALTHIER FOOD

THE PROBLEM
Field workers at the Food and 
Drug Administration must follow 
a 13-step process to complete a 
ȴHOG�LQVSHFWLRQ��EXW�VLWH�LQVSHFWRUV�
were wasting hours going back to 
WKH�RɝFH�WR�ȴOH�UHSRUWV�DQG�GLJLWL]H�
HYLGHQFH�WKH\�FROOHFWHG�LQ�WKH�ȴHOG��

SOLUTION
7R�JLYH�)'$ȇV�ȴHOG�LQVSHFWRUV�PRUH�
time to respond while away from 
WKH�RɝFH��WKH�DJHQF\�WHDPHG�XS�
with Esri and Mackson Consulting 
WR�FUHDWH�DQ�DSS�WR�DXWRPDWH�ȴHOG�
workers’ reporting processes. The 
ȴQDO�SURGXFW�LV�FDOOHG�WKH�)LHOG�
Investigator’s Tool with Mapping 
(FIT-MAPS). 

But creating the maps was not easy. 
“The FDA wanted to optimize ca-
SDELOLWLHV�DURXQG�ȴHOG�LQVSHFWLRQV�ȋ�
said Mary Biear, President and 
&KLHI�([HFXWLYH�2ɝFHU�RI�0DFNVRQ�
Consulting, at a GovLoop and ESRI 
meetup. “But the FDA also had 
VRPH�YHU\�VSHFLȴF�UHTXLUHPHQWV��
The application had to be usable 

RɞLQH��DQG�LW�KDG�WR�EH�SHUVRQDO�
LGHQWLȴFDWLRQ�VHFXULW\��3Ζ9��VHFXUHG�ȋ�
In order to meet Personal Identi-
ȴFDWLRQ�9HULȴFDWLRQ�UHTXLUHPHQWV��
the map had to be completely en-
crypted both when connected and 
disconnected from the Internet. 

The mobile maps and dashboards 
were so cutting-edge that FDA 
agreed to use a yet-to-be-publicly-
released beta app to test digital 
ȴHOG�FROOHFWLRQV��7KH�ȴQDO�SURGXFW�
was able to automate 12 steps of 
the 13-step inspection process for 
FDA site inspectors. 

“When they leave the facility, the 
FDA wants to make sure their 
inspectors have all the evidence 
they need — things like photo-
graphs, date-stamped and signed 
documents,” Biear said. “With the 
app, they have all the evidence 
they need to secure a compliance 
action.”

With FIT-MAP in place, FDA inspec-
tors were able to log more hours in 
WKH�ȴHOG�DQG�ȴOH�FRPSOLDQFH�DFWLRQV�
at double the previous rate. The 
program was so successful that 

other agencies are looking to set 
XS�WKHLU�ȴHOG�ZRUNHUVȇ�WDEOHWV�LQ�D�
similar fashion. 

The FIT-MAP took a little more than 
a year to complete and cost $1.1 
million. 

TAKEAWAY
Mapping can enable mobility now 
more than ever. Field workers 
make up more than a third of the 
government workforce. Maps allow 
these employees to stay engaged 
and connected while they’re away 
IURP�WKH�RɝFH��

http://proceedings.esri.com/library/userconf/proc14/papers/181_17.pdf
https://www.govloop.com/maps-on-apps-and-apps-on-maps-gis-beyond-the-office/
https://www.govloop.com/maps-on-apps-and-apps-on-maps-gis-beyond-the-office/
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The ease of online services and 
digital resources are perks that 
citizens often associate with their 
favorite retailers — not govern-
ment agencies. 

Part of the reason is government 
has long been viewed as a heavily 
paper-based operation, despite 
HRUWV�WR�DGRSW�HOHFWURQLF�UHFRUGV�
management and implement the 
Government Paperwork Elimination 
Act at the federal level. The law re-
quires federal agencies to maintain 
records electronically and allow 
people to submit information or 
interact with agencies electronically, 
when feasible. 

But the good news is the work hasn’t 
stopped there. Government web-
sites have become more interactive, 
and agencies are using crowdsourc-
ing and apps to better communicate 
with tech-savvy citizens. 

“Government agencies have had 
the desire to digitize processes for a 
very long time, but now the technol-
ogy is catching up with that desire,” 
said Gary Hall, Chief Technology 
2ɝFHU��)HGHUDO�'HIHQVH��DW�&LVFR��
“The big change over the last couple 
of years has been this rise of the 
Internet of Things (IoT) and the In-
ternet of Everything (IoE). They have 
created a lot more data, and that’s a 
catalyst for an increased emphasis 
on digitization.” 

IoE expands on the Internet of 
Things — which links smart objects 
to the Internet — to include people, 
process and data. 

“Digitization represents a big 
shift,” Hall said. “It allows govern-
ments to unlock the value of the 
Internet of Everything and change 
from manual to digital business 
SURFHVVHV�WKDW�GLUHFWO\�EHQHȴW�
agencies’ lines of business.”

7KRVH�EHQHȴWV�LQFOXGH�UHGXFHG�
costs, increased productivity and 
better service delivery to citizens. 

“Digitization focuses on leveraging 
data analytics and machines to 
drive real business and mission 
outcomes,” Hall said. “Paper doesn’t 
go to scale. Paper doesn’t connect in 
real-time. We can’t send mail couri-
ers all over the planet in milliseconds 
like we can with digital information.”

Agencies must realize there is no 
separation between their digital 
and business strategies because 
technology is key to the way govern-
ment operates. But how do agencies 
unlock the value of digitization?

“For starters, it requires consen-
sus,” Hall said. He explained that 
building consensus is one of the 
biggest hurdles that governments 
at all levels will face in their jour-
ney to digitization.  

“Digitization can’t be successful as a 
solely top-down initiative from the 

CIO, but it also can’t really bubble 
up from the program level,” he ex-
plained. “It takes all of them working 
together. Successful digitization 
initiatives require buy-in and coop-
HUDWLRQ�DFURVV�DOO�GLHUHQW�HOHPHQWV�
of an agency. There’s a complexity 
that requires a lot of consensus.”

Going digital also requires funding, 
which is the last thing cash-
strapped agencies can bear to 
hear. But there are ways to digitize 
operations without ripping and re-
placing existing IT systems. Instead, 
digitization requires agencies to 
be more creative with their limited 
funds. One option for agencies is to 
continue using existing resources 
throughout their lifecycle, while 
also using hybrid cloud services to 
broker new capabilities.

Remember, digitization starts with 
an understanding of business and 
mission objectives. Once those 
objectives are clear, agencies can 
begin rethinking their core business 
processes. Doing so can be easier 
said than done because this way of 
WKLQNLQJ�UHTXLUHV�DJLOLW\�DQG�VLJQLȴ-
cant changes. 

“It also means implementing agile 
IT and operational technology to 
embrace new security models, new 
types of hybrid cloud computing, 
more mobility, more social capabil-
ities in their applications, and more 
analytics,” Hall said. “To unlock the 
value of these technologies, agencies 
need to move beyond traditional IT 

WR�D�GLHUHQW�PRGHO��ΖWȇV�VRPHWKLQJ�
we call Fast IT, which moves from 
managing IT in-house to hybrid 
cloud brokering, where you’re going 
out and getting the best services 
that you can for your money.”

As the need for increased digitiza-
tion drives cloud adoption, agen-
FLHVȇ�UHTXLUHPHQWV�IRU�FRVW�HHFWLYH��
resilient and secure cloud services 
are growing. Hall noted that security 
is the biggest potential impediment 
to cloud adoption. He advised agen-
cies to take a fresh and holistic look 
at security and consider everything, 
including the network, endpoint 
and application security, as well as 
things that are outside the purview 
of information technology. This 
includes operational security and 
physical security. 

Agencies’ security strategies must 
account for broad and diverse 
cyber threats and identify and miti-
gate any risks associated with cloud 
adoption and digitization. 

“It’s unlikely that we’ll ever com-
pletely eliminate cyber threats, so 
it’s important to weigh the value 
of digitization and to apply the 
appropriate safeguards to protect 
before, during, and after an attack,” 
Hall said. “But we also need to be 
careful not to be paralyzed into 
inaction because of the threat of 
security vulnerabilities and risks. 
Doing nothing may be a greater risk 
to meeting the mission objectives.”

HOW TO UNLOCK THE 
VALUE OF DIGITIZATION 

An interview with Gary Hall, Chief Technology Officer, Federal-Defense, Cisco

INDUSTRY SPOTLIGHT
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SECURITY 
SUPERHEROES 
Superheroes come to our rescue whenever 
we need them. Now, in the Cyber Era, we 
face a different kind of enemy and again 
we need superheroes to save the day. 
These superheroes may not have capes, 
but they do have the solutions to help us 
combat our new nemeses in the cyber war.
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SECURITY 

Getting Secure  
OMB SPRINTS AHEAD WITH 

CYBERSECURITY

THE PROBLEM
In a 2014 series of hacks, more 
than 20 million accounts of former 
and current government employ-
HHV�ZHUH�VWROHQ�IURP�WKH�2ɝFH�
of Personnel Management. Those 
accounts included a vast amount of 
personal information. While alarm-
ing, this hack was also unsurprising; 
many agencies, not just OPM, were 
not up-to-date on necessary cyber-
security measures.

SOLUTION
)ROORZLQJ�WKH�KLJK�SURȴOH�EUHDFKHV��
the White House took aggressive 
PHDVXUHV�WR�SURWHFW�WKH�2ɝFH�RI�
Management and Budget’s infor-
mation in addition to other federal 
agencies’ data by creating a cyber 
tiger team to address the hacks. 
The 30-day cybersecurity sprint 
that started in June 2015 was the 
cornerstone of this reactive initiative 
WR�EXHU�IHGHUDO�F\EHUVHFXULW\��

In July 2015, the administration 
announced that a team of more 
than 100 experts from across gov-
ernment and private industry would 
lead a review of the entire federal 
government’s procedures and pro-
cesses surrounding cybersecurity. 
Think of them as cyber avengers. 
The assessment found that mul-
tifactor authentication and other 
cyber best practices were not fully 
LPSOHPHQWHG��7R�HHFW�F\EHUVHFXUL-
ty changes, those results were used 
to inform a Cybersecurity Sprint 
Strategy and Implementation Plan. 

7KH�SODQ�NLFNHG�R�ZLWK�WKH�cy-
bersecurity sprint, led by Federal 
&KLHI�ΖQIRUPDWLRQ�2ɝFHU�7RQ\�
Scott. It mandated that all federal 
executive agencies:

• “Immediately deploy indicators 
provided by [the Homeland 
Security Department] regard-
ing priority threat-actor tech-
niques, tactics and procedures 
to scan systems and check 
logs. Agencies shall inform 
DHS immediately if indicators 
return evidence of malicious 
cyber activity.

• “Patch critical vulnerabilities 
without delay. The vast major-
ity of cyber intrusions exploit 
well-known vulnerabilities 
that are easy to identify and 
correct. Agencies must take 
immediate action on the DHS 
Vulnerability Scan Reports they 
receive each week and report 
to OMB and DHS on progress 
and challenges within 30 days.

• “Tighten policies and prac-
tices for privileged users. To 
the greatest extent possible, 
agencies should: minimize 
the number of privileged 
users; limit functions that can 
be performed when using 
privileged accounts; limit the 
duration that privileged users 
can be logged in; limit the 
privileged functions that can 
be performed using remote 
access; and ensure that 
privileged user activities are 
logged and that such logs are 
reviewed regularly. Agencies 
must report to OMB and DHS 

on progress and challenges 
within 30 days.

• “Dramatically accelerate 
implementation of multifactor 
authentication, especially for 
privileged users. Intruders can 
easily steal or guess user-
names/passwords and use 
them to gain access to Federal 
networks, systems, and data. 
Requiring the utilization of a…
PIV card or alternative form 
of multifactor authentication 
FDQ�VLJQLȴFDQWO\�UHGXFH�WKH�
risk of adversaries penetrating 
federal networks and systems. 
Agencies must report to OMB 
and DHS on progress and 
challenges within 30 days.”

After the sprint, Scott reported sig-
QLȴFDQW�DFFRPSOLVKPHQWV, including 
a 30 percent increase in federal 
agencies’ use of strong authentica-
tion for privileged and unprivileged 
users. However, Scott impressed 
that more must be done and that 
agencies could expect a continual 
focus on cybersecurity moving 
forward. “But let me be clear: There 
are no one-shot silver bullets. Cyber 
threats cannot be eliminated entire-
ly, but they can be managed much 
PRUH�HHFWLYHO\�ȋ�KH�VDLG�

TAKEAWAY
Although some agencies strive to 
LPSOHPHQW�ȴUVW�FODVV��LQQRYDWLYH�
cybersecurity technologies, others 
are still challenged to implement 
baseline security. For these, 
cross-departmental and executive 
support is the next step. 

https://www.whitehouse.gov/sites/default/files/omb/budget/fy2016/assets/fact_sheets/enhancing-strengthening-federal-government-cybersecurity.pdf
https://www.whitehouse.gov/blog/2015/07/31/strengthening-enhancing-federal-cybersecurity-21st-century
https://www.whitehouse.gov/blog/2015/07/31/strengthening-enhancing-federal-cybersecurity-21st-century
https://www.whitehouse.gov/blog/2015/06/17/fact-sheet-enhancing-and-strengthening-federal-government-s-cybersecurity
https://www.whitehouse.gov/blog/2015/06/17/fact-sheet-enhancing-and-strengthening-federal-government-s-cybersecurity
https://www.whitehouse.gov/blog/2015/07/31/strengthening-enhancing-federal-cybersecurity-21st-century
https://www.whitehouse.gov/blog/2015/07/31/strengthening-enhancing-federal-cybersecurity-21st-century
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SECURITY 

It’s Game Time  
NAVY GOES GAMING  

FOR CYBER  

THE PROBLEM
As agencies implement new tech-
nologies and expand their network 
endpoints, they amass more data. 
$OWKRXJK�WKH�EHQHȴWV�RI�XVLQJ�WKDW�
data are exponential, expanded 
networks can create new targets for 
hackers, as the Navy discovered. 

SOLUTION
The Department of the Navy (DON) 
collects more data each day than 
the total amount stored in the 
Library of Congress, yet it did not 
KDYH�DQ�HHFWLYH�VWUDWHJ\�WR�VKDUH�
this information internally or with 
the public. This prevented it from 
maximizing on recent open data 
and innovation trends. 

This year the DON CIO decided to 
ȴQG�D�VROXWLRQ�WR�WKLV�SUREOHP��OHYHU-
aging the increasingly popular gam-
ing challenge model. In April 2015, 
DON hosted a Massive Multiplayer 
Online Wargame Leveraging the 
Internet (MMOWGLI) titled Data Di-
lemma (dd). DON hosted the game 
LQ�KRSHV�RI�ȴQGLQJ�D�ZD\�WR�WXUQ�LWV�

culture from a “need-to-know” data 
mentality to a “need-to-share” one, 
the dd MMOWGLI team said. 

One of the game’s themes, Trusting 
Data through Data-Centric Security, 
SURPSWHG�SOD\HUV�WR�ȴQG�ZD\V�LQ�
which DON can work on maintaining 
appropriate levels of data security, 
even as it is shared across an or-
ganization. The theme asked, “How 
does the Navy get beyond software 
barriers to reach the next level of 
capability: trust for shared data?” 
The game posed questions about 
potential risks associated with data 
sharing, interfacing and potentially 
reusing and adapting data. 

On April 21, 2015, the MMOWGLI 
portal announced that 21 action 
plans were submitted, proposing 
new paths “to achieve a data-cen-
tric Navy” and 2,683 idea cards 
outlined a variety of issues and 
potential answers. 

TAKEAWAY
When your agency begins to reach 
its data limit, it might be time for you 
to consider alternative data storage 

options. Subsequently, you can look 
outward for creative solutions. 

http://www.doncio.navy.mil/ContentView.aspx?id=6199
https://defensesystems.com/Articles/2015/03/30/Navy-wargamers-big-Data-Dilemma.aspx
https://portal.mmowgli.nps.edu/dd-blog/-/blogs/week-2?_33_redirect=https%3A%2F%2Fportal.mmowgli.nps.edu%3A443%2Fdd-blog%3Fp_p_id%3D33%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_count%3D1
https://portal.mmowgli.nps.edu/dd-blog/-/blogs/week-2?_33_redirect=https%3A%2F%2Fportal.mmowgli.nps.edu%3A443%2Fdd-blog%3Fp_p_id%3D33%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_count%3D1
https://portal.mmowgli.nps.edu/dd-blog/-/blogs/data-dilemma-game-play-complete?_33_redirect=https%3A%2F%2Fportal.mmowgli.nps.edu%3A443%2Fdd-blog%3Fp_p_id%3D33%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_count%3D1
https://portal.mmowgli.nps.edu/dd-blog/-/blogs/data-dilemma-game-play-complete?_33_redirect=https%3A%2F%2Fportal.mmowgli.nps.edu%3A443%2Fdd-blog%3Fp_p_id%3D33%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_count%3D1
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SECURITY 

Log In No More  
COMMERCE DEPARTMENT 

KILLS PASSWORDS

THE PROBLEM
According to the U.S. Computer 
Emergency Readiness Team, secure 
passwords contain more than 15 
characters and feature capital and 
lower case letters and at least one 
symbol. Passwords need to be 
updated every three months and 
should not in any way relate to the 
user’s life. But no one can remem-
ber such complicated passwords, 
which means they often forget 
them, write them down or forgo the 
right level of security. 

SOLUTION
To reduce and eventually eliminate 
the loopholes in password usage, 
the government has long looked 
for login alternatives for employees. 
The Commerce Department is no 
exception. The United States Federal 
Employees’ Password Management 
Behaviors — a Department of 
Commerce Case Study found that 
department employees held nine 
accounts at work that required log-
LQV�ZLWK�D�PHGLDQ�RI�ȴYH�IUHTXHQWO\�
used passwords. These results 

outline a classic dilemma of repeti-
tion in which users create the same 
passwords for multiple accounts in 
order to remember them — a clear 
security issue.

This year Commerce awarded grants 
IRU�WKUHH�QHZ�SLORWV�WR�KHOS�ȴQG�DO-
ternatives for securing access to vari-
ous electronic devices ranging from 
mobile phones to desktop comput-
ers. Each grant will focus on one of 
the following topics: state income tax 
returns, online health information 
and social networking. Each grant 
will also look into various techniques 
that continue to preserve privacy in 
WKHLU�UHVSHFWLYH�ȴHOGV��

)RU�H[DPSOH��+HDOWKΖ'[�RɝFLDOV�LQ�
Virginia will use the funding to look 
LQWR�KRZ�HHFWLYHO\�WKH�ȊWULSOH�EOLQGȋ�
technology technique can protect 
via a third-party ID broker the 
privacy of users who use online 
health providers. A triple-blind 
study conceals from the people 
who organize and analyze the data 
of a study as well as the subject and 
investigators. Alternatively, Morpho-
Trust USA, a Massachusetts-based 
WHFK�ȴUP��ZLOO�ȊGHPRQVWUDWH�KRZ�

ELRPHWULFDOO\�YHULȴHG�RQOLQH�GULYHU�
registration processes can be lever-
aged to protect state tax payers and 
prevent refund fraud,” according to 
this report.

TAKEAWAY
Traditional security measures, such 
as passwords, can no longer ade-
quately protect the ever-expanding 
government information technology 
infrastructure. New measures must 
be put in place, and government will 
likely require private-sector innova-
tion and support to attain them.

https://www.us-cert.gov/sites/default/files/publications/PasswordMgmt2012.pdf
https://www.us-cert.gov/sites/default/files/publications/PasswordMgmt2012.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7991.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7991.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7991.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7991.pdf
http://fedscoop.com/govts-password-killer-launches-three-new-pilot-projects
http://fedscoop.com/govts-password-killer-launches-three-new-pilot-projects
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http://redhat.com/en/technologies/mobile/application-platform
http://redhat.com/en/technologies/mobile/application-platform
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Government innovation has truly 
WDNHQ�R�LQ�WKH�SDVW�IHZ�\HDUV��
Every where you look, it seems like 
a new technology is popping up or 
taking place, from improvements in 
cloud computing, to drones, to cog-
nitive governance, to the Internet of 
Things. There’s a lot that’s changing, 
to put it mildly.

But despite the myriad innovations 
that are happening and all the 
change that is taking place in govern-
ment, one thing has remained a con-
stant: the need for better security.

To understand how government can 
continue to innovate while staying 
secure, GovLoop sat down with 
David Egts, Chief Technologist, North 
America Public Sector, Red Hat.

“Red Hat sees security as incred-
ibly important because you can’t 
innovate properly without knowing 
that what you’re doing is secure,” 
he said.

Egts explained that security will 
never be a problem that can fully be 
solved or go away – but it is some-
thing that, when addressed proper-
ly, can have its risk minimized. One 
way to do this? Automated security.

As Egts explained, in the past, 
security was a very manual and 
labor-intensive process, where 

people would secure their systems 
by hand – something that worked 
relatively well at the time when 
government data centers consist-
ed of a relatively small number of 
large systems.

“But nowadays you have a large 
number of very small systems, 
where you have blade computers, 
virtual machines, cloud virtual 
machines, and containers that are 
all over the place, that may not 
even be in your physical datacen-
ter,” Egts said. “How are you able to 
secure that?”

That’s where automation of security 
comes in. In the past few years, 
Egts noted, there have been many 
innovations in the industry in 
terms of increasing the automa-
tion of security. NIST has come up 
with SCAP, the Security Content 
Automation Protocol, a method for 
XVLQJ�VSHFLȴF�VWDQGDUGV�WR�HQDEOH�
automated vulnerability manage-
ment, measurement, and policy 
compliance evaluation.

“Industry has stepped up,” Egts said. 
“Red Hat is coming up with SCAP 
content to be able to lock down 
systems, and to be able to do that 
at scale. And that’s really important, 
when you have a large number 
of very small workloads that are 
ephemeral and that need to be in 

production much faster.”

While Egts stressed that Red Hat is 
not a security company, “We’re all 
about building secure software by 
design, and providing government 
FXVWRPHUV�WRROV�WR�JHW�WKH�FHUWLȴ-
cation and accreditation done as 
quickly as possible, and get those 
workloads securely into production 
as fast as possible. And that’s why 
security automation is going to 
be big. It’s going to go away from 
the manual checklists, to be much 
more automated.”

Automation also enhances another 
innovation the government is start-
ing to adopt: the hybrid cloud.

“People used to think, ‘Oh, I put 
something in the cloud, it’s out of 
my control and it’s not secure,’” Egts 
mused. “But if I have a hybrid cloud 
management tool, I can manage ev-
erything from a single console, and 
add additional cloud providers. One 
would think that adding more cloud 
providers would increase complex-
LW\��EXW�WKH�OHYHO�RI�HRUW�DFWXDOO\�
lessens using hybrid cloud man-
agement tools. Instead of having 
to swivel from one vendor’s cloud 
management console to another, I 
can use hybrid cloud management 
WRROV�WR�GHȴQH�SURFHVVHV�RQFH�DQG�
repeatably automate the them.”

Security around the hybrid cloud is 
important because its use in gov-
ernment will only grow, Egts said. 

“Having a hybrid management tool 
is going to help with your security 
SRVWXUH��EHFDXVH�\RX�FDQ�GHȴQH�LW�
once and apply it everywhere,” he 
explained. “That’s whether it’s phys-
ical, or it’s in your datacenter or in 
a public cloud. Additionally, having 
more and more cloud providers, 
knowing whether they’re going 
WKURXJK�WKH�)HG5$03�FHUWLȴFDWLRQ�
is important. And, and it’s more 
than just having the government 
FHUWLȴFDWLRQV��EXW�DOVR�WKH�VRIWZDUH�
YHQGRU�FHUWLȴFDWLRQV��WRR�ȋ

Overall, Egts emphasized that a 
community approach towards 
security in government is what will 
create the best environment for 
innovation. 

“One of the things that we’re proud 
to be a part of is the SCAP Security 
Guide community, where Red Hat 
and other vendors, as well as NIST, 
NSA, DISA, and other agencies are 
working together to do security pol-
icy in the open, using open source 
tools and the processes,” he said. 
“So instead of people being very 
secretive and proprietary, doing 
security policy in the open makes 
everybody much more secure.”

SECURING WHILE 
INNOVATING 

An interview with David Egts, Chief Technologist, North America Public Sector, Red Hat

INDUSTRY SPOTLIGHT
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PROCESS 
POWERHOUSES 
Government is often criticized as an 
endless cycle of bureaucracy. But it turns 
out real innovation is happening on the 
programmatic level. Governmentwide, 
employees are streamlining processes and 
going digital to increase job efficiency. 
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PROCESS 

Websites Get 
Styled 

18F LAUNCHES TEMPLATES

THE PROBLEM:
In the quest to go digital, many 
agencies are reinventing the wheel, 
repeatedly starting from scratch 
when it comes to the research, de-
velopment and implementation of 
web services — and that is costing 
agencies millions of dollars and 
wasting valuable resources. 

SOLUTION
Enter the U.S. Digital Services 
(USDS) team and GSA’s innovation 
arm, 18F. The two teamed up to 
create web design templates for 
digital services. Think of the tem-
plates as how-to guides for website 
creation and implementation. 

A little background: Until recently, 
government website development 
happened in silos, under unique 
brands and programs. As a result, 
DJHQF\�RɝFLDOV�VSHQW�FRQVLGHUDEOH�
time recreating common patterns 
such as buttons, forms and search 
bars over and over again. The lack 
of coordination across departments 
created a poor user experience and 
wasted taxpayer dollars.

With the help of USDS and 18F, 
federal agencies can now use web 
patterns and user interface (UI) 
toolkits to build unity within their 
digital brands. 

According to the 18F website the 
standards provide agencies:

• A visual style guide — typogra-
phy and color recommenda-

tions that are 508-compliant, 
ȵH[LEOH�DQG�GHVLJQHG�IRU�
readability and impact.

• Common UI components and 
patterns — a collection of foun-
dational interface elements for 
government sites and the code 
that powers them.

In addition, the web design tem-
plate team said it hopes to accom-
SOLVK�IRXU�VSHFLȴF�JRDOV�

1. “Make the best thing the 
easiest thing. We believe that 
making tools that align with 
the values and needs of digital 
workers in the federal govern-
ment will drive adoption.

2. “Be accessible out of the box. 
We created tools that seam-
lessly meet the standards of 
508 accessibility, from colors 
to code.

3. Ȋ'HVLJQ�IRU�ȵH[LELOLW\��:H�DLP�
to give the American people 
a sense of familiarity when 
using government services, 
while allowing agencies to 
FXVWRPL]H�WKHVH�WRROV�WR�ȴW�
their unique needs.

4. “Reuse, reuse, reuse. We 
reviewed, tested, evaluated 
and repurposed existing 
patterns, code and designs 
from dozens of government 
and private-sector style guides 
to make use of tried-and-true 
best practices.”

The templates are already making 
an impact governmentwide. For 
example, the Consumer Financial 
Protection Bureau, U.S. Patent and 
7UDGHPDUN�2ɝFH, and HealthCare.
gov have all used the templates to 
create their websites. 

USDS and 18F used a design think-
ing approach to craft the templates. 
Over four months the two teams 
met with various agencies to learn 
about their programs and needs, 
beta tested various templates, and 
incorporated Agile methodologies 
to ensure the templates success. 

However, just because the tem-
plates have launched doesn’t mean 
the process of innovation is over. 
According to the 18F website, the 
team “is working in the open to 
create a resource that everyone 
can own and contribute to. We’ve 
taken an iterative, user-centered 
approach to ensure we’re ad-
dressing the needs of our users 
as well as government designers 
and developers. A cross-functional 
team of user-experience designers, 
front-end and visual designers each 
played a key role in this process.”

TAKEAWAY
Sometimes the simplest idea is 
the best. In this case, sharing web 
templates not only saves time and 
money, but they also create a better 
user experience for the consumer. 
The toolkit creates simplicity and 
consistency across government ser-
vices, not just within a given agency 
or program.

https://18f.gsa.gov/2015/09/28/web-design-standards/
https://cfpb.github.io/design-manual/
https://cfpb.github.io/design-manual/
http://uspto.github.io/designpatterns/
http://uspto.github.io/designpatterns/
http://styleguide.healthcare.gov/
http://styleguide.healthcare.gov/
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PROCESS 

Changes Ahead  
CALIFORNIA GOES AGILE FOR 

PROJECT MANAGEMENT 

THE PROBLEM
The nature of government con-
tracting and procurement practices 
means projects are often managed 
with a waterfall approach in which 
all of the requirements are set 
out before a project starts. But 
WKLV�OHDYHV�OLWWOH�ȵH[LELOLW\�DQG�FDQ�
EH�FRVWO\�ZKHQ�D�SURMHFW�JRHV�R�
course. 

SOLUTION
To break down large projects into 
more manageable chunks, many 
government agencies are taking an 
Agile approach to project manage-
ment. But because the process by 
which programs are broken down 
into small “sprints” isn’t easy for 
many agencies to comprehend, it 
can be intimidating. 

To make the process easier, Cal-
ifornia rolled out an Agile project 
management training program. The 
free program is called the Project 
Academy Series and the goal is sim-
ple: The state prepares information-
al and educational seminars to help 

prepare its IT workforce to deliver 
successful projects. 

“The objective of this series is to 
educate the project management 
workforce, project teams and stake-
holders to better equip themselves 
to take on and successfully deliver 
CA IT projects,” according to the 
course catalog.

The entire program is done virtually 
ȃ�VWXGHQWV�ZDWFK�YLGHR�ȴOHV�RQ�
the Project Academy Playlist of the 
state’s YouTube channel. All slide 
decks and class handouts are also 
provided virtually. 

ΖQ�LWV�ȴUVW�\HDU��WKH�SURJUDP�VDYHG�
the state more than $1 million in 
educator costs and taught more 
than 2,000 employees Agile project 
management techniques. 

Since January 2015, the acade-
my has taught more than 2,400 
students through 33 academy 
sessions. By educating the state’s 
workforce and sharing experiences, 
&DOLIRUQLD�LV�HHFWLYHO\�SUHSDULQJ�
the current workforce to administer 
successful IT projects in the future. 

TAKEAWAY
There is no silver bullet to train the 
next generation of government 
workforce, but by allowing students 
to study at their own pace online, 
California was able to prepare and 
train more than 2,000 future man-
agers with a click of the mouse. 

http://www.cio.ca.gov/opd/project_academy.html
http://www.cio.ca.gov/opd/project_academy.html
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PROCESS 

Land Ho! 
COAST GUARD LEADS 

EFFORTS TO UNIFY MARITIME 
LAW ENFORCEMENT

THE PROBLEM
The Coast Guard, Navy, FEMA, 
coastal states and many more gov-
ernment entities all have maritime 
ODZ�HQIRUFHPHQW�RɝFLDOV�DQG�HPHU-
gency responders. However, they 
DUH�DOO�IROORZLQJ�GLHUHQW�WUDLQLQJ�
manuals and procedures, which can 
cause confusion in times of crisis. 

SOLUTION
 To reduce confusion and stream-
line training procedures, the Coast 
Guard created the aptly named Boat 
Operations and Training (BOAT) 
program. According to the BOAT 
manifest, the program is comprised 
of vital maritime training and man-
agement components, including:

•  System policy.

• 7KH�WUDLQLQJ�DQG�TXDOLȴFDWLRQ�
process.

• %RDW�FUHZ�TXDOLȴFDWLRQ�WDVNV�

• Program manager roles and 
responsibilities.

• Boat crew currency mainte-
nance.

• Documentation requirements.

And although those classes are 
clearly important for the training 
and development of future maritime 
personnel, the real key is that the 
training is universally recognized 
throughout all levels of government. 

“BOAT is the national standard for 
WKH�WUDLQLQJ��TXDOLȴFDWLRQ��FUH-
dentialing and typing of marine 
law enforcement and emergency 
ȴUVW�UHVSRQGHUV��$GRSWLRQ�DQG�
implementation of the program 
provides a true national standard 
for maritime interoperability at all 
government levels. Standardization 
ensures maritime agencies can in-
teract together and will bolster their 
ability to act as force multipliers 
nationwide,” according to a release 
on the program. 

In its review of the program, FEMA 
found the BOAT course to be well 
organized in its explanation of 
maritime threats. FEMA said the 
course content is appropriate for 
this level of training and that all of 
the modules bring together infor-
mation to support the course goal. 
“This is another milestone for our 
BOAT Program’s Tactical Operators 
Course. Already recognized by 

the U.S. Coast Guard, this course 
provides high-quality training to 
the maritime law enforcement and 
emergency response communities 
and [FEMA’s National Training and 
Education Division] approval further 
validates the value of this training.”

TAKEAWAY
Universal standards and strategies 
are not just useful for collaboration 
purposes, they can be critically 
important in times of disaster. The 
imperative for everyone to speak 
the same language and follow the 
same training procedures is clear. 

http://www.nasbla.org/boat
http://www.nasbla.org/boat
http://www.nasbla.org/boat


30 Government Innovations that Mattered in 201530

Printer security 
breach? 
Not on your 
watch.
New enterprise HP LaserJets with JetIntelligence provide 
the industry’s deepest printer security.1 Features including 
HP Sure Start with its self-healing BIOS, whitelisting, and 
runtime intrusion detection come built in. 
hp.com/go/printersthatprotect

Defend your network with 
the world’s most secure printers. 

2

1The world’s most secure printers and deepest level of security: Based on HP review of 2015 published embedded security features of competitive in-class printers. Only HP offers a combination of security features for integrity checking 
down to the BIOS with self-healing capabilities. Available on the HP LaserJet M527, M506, M577 and as an upgrade on the M552, M553, M604, M605, and M606. Some features will be made available as a HP FutureSmart service pack update 
on selected existing Enterprise printer models.
2Ponemon Institute, “Annual Global IT Security Benchmark Tracking Study,” March 2015.

© Copyright 2015 HP Development Company, L.P.

HPLWWDP13547_Security_Print_NonChan_M2.indd   1 8/28/15   11:32 AM

http://hp.com/go/printersthatprotect
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For more than 30 years laser and 
ink jet printers have populated the 
RɝFH�VXSSO\�URRP��7KHVH�GRFX-
ment-producing devices have with-
stood countless technological evo-
lutions to become the multifaceted 
printers we have today. However, 
the biggest threat to the longevity of 
the printed word might come from 
an invisible foe – hackers. 

Looking at a printer, you might not 
view it as a possible launch point for 
a hacker looking to breach your net-
work. But you would be wrong. The 
truth is a printer just like any other 
device connected to the network 
is vulnerable. GovLoop sat down 
with Shivaun Albright, Distinguished 
Technologist, HP, to discuss how 
government can address this secu-
rity need.

“Printers are essentially an endpoint 
on a network,” Albright explained. 
“Customers invest in endpoint 
security for their PCs, and their 
routers, etc. But the printing side of 
it is often overlooked. We’re trying 
to educate customers that every 
endpoint should be an equal citizen 
on the network.” 

However, HP has a long way to go to 
ensure all of the public sector is tak-
ing printer security seriously. A 2015 
Ponemon Study asked how many 
IT managers realize their printers 
might be vulnerable to cybercrime. 

Only 53 percent of IT managers 
recognized that printers could be 
just as vulnerable to cybercrime as 
any other endpoint. But Albright isn’t 
discouraged, “That number is actual-
ly a good sign, because it means that 
more than half of IT professionals 
are paying attention to printer secu-
rity. Now we just need to convert the 
other half.”

The printer security conversation 
couldn’t come fast enough because 
cybercrime is evolving rapidly and 
the threats are increasing daily. 
“We don’t want printers to be that 
weak link in the network,” explained 
Albright. “In the past you could be 
assured that your network was 
VHFXUHG�E\�WKH�SHULPHWHU�ZLWK�ȴUH-
walls, but the reality has changed.  
We want to ensure that customers 
recognize that these printers need 
to be secured.”

For example, an average printer 
has 100’s of possible security 
setting s. And as with all manufac-
turers, whether it’s PCs, desktops 
or printers, the device comes to a 
FXVWRPHU�QRW�FRQȴJXUHG�DQG�SR-
tentially vulnerable. So it’s important 
that administrators set security 
policies to bring those devices into 
compliance with their organization’s 
endpoint policies and make sure 
that their printers are locked down 
in a similar way to their PCs. “The 
public sector needs to understand 

that these printing and imaging 
devices are part of their computing 
ecosystem. There needs to be an 
increased awareness around data 
protection,” explained Albright. 

In the printer world, data security 
FDQ�FRPH�LQ�GLHUHQW�IRUPV��7KH�
data is stored in a disk drive, is 
in motion over the network and 
is physically printed. “We’ve seen 
H[DPSOHV�ZKHUH�FRQȴGHQWLDO�RU�
sensitive information was exposed 
because someone printed a docu-
ment that was just left in the output 
tray and prying eyes were able to 
VHH�ȋ�VDLG�$OEULJKW��Ȋ7KH�ȴUVW�VWHS�
for organizations is to look for the 
potential weaknesses in the system. 
Then you can look for ways to 
secure your data end to end.”

In order to help create that holistic 
view of security HP has committed 
to improving the printer security 
process. “We provide the tools, 
solutions and device hardening 
solutions to protect our customer’s 
environment and their data. We 
have added layers of security onto 
our devices to provide this intense, 
in depth mechanism that recogniz-
es which devices are at risk in the 
system,” said Albright. 

Customers can now also take the 
security advantage one step further. 
+3�QRZ�RHUV�D�SULQWLQJ�VHFXULW\�
advisory service. Albright explained 

how the service works, “We provide 
the customer with education on 
security threats and analysis of the 
current printing security posture,” 
Albright explained. “We do an 
assessment of their devices using 
a tool called JetAdvantage Security 
Manager that assesses a custom-
HUȇV�ȵHHW�RI�GHYLFHV��DQG�LGHQWLȴHV�
where a printer has potential issues 
or vulnerabilities because they’re 
QRW�FRQȴJXUHG�SURSHUO\�ȋ

HP developed the JetAdvantage 
Security Manager tool with default/
recommended printing security 
policies based on industry best 
practices and internal expertise. 
The service provided by HP features 
an assessment of the customer’s 
ȵHHW�VHFXULW\�SRVWXUH��2QFH�+3�
FRPSOHWHV�WKH�ȵHHW�DVVHVVPHQW��
the security advisor helps the client 
build a comprehensive printing 
security policy that meets their 
business needs as well as their best 
practices.

The printer security evolution isn’t 
stopping with the Security Manager 
tool. Albright previewed plans 
for 2016.  “We’d like to see more 
awareness of the risks of printing 
and imaging devices, as well as an 
increased focus on device security. 
Looking forward, we’d like to see a 
better integration of print device 
security with cloud services. That 
DUHD�LV�JURZLQJ�VLJQLȴFDQWO\�ȋ

PRINTING – THE 
NEXT FRONTIER OF 

CYBERSECURITY 
An interview with Shivaun Albright, Distinguished Technologist, HP

INDUSTRY SPOTLIGHT
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DIGITAL SERVICES 
STANDOUTS 
Government is often perceived as being 
behind the digital innovation curve, taking 
longer to adopt web-based solutions 
than the private sector, and with less 
enthusiasm and less skill. But that’s 
changing rapidly. Agencies at all levels 
are recruiting top tech talent, dedicating 
resources and adopting new development 
methods to engender the next generation 
of government services online. 
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DIGITAL SERVICES 

Report for Jury 
Duty!  

LUBBOCK COUNTY, TEXAS, 
GOES VIRTUAL

THE PROBLEM:
The juror selection process is costly 
for municipalities and time-consum-
ing for citizens, yet few govern-
ments have moved beyond the 
traditional wait-and-see, in-person 
procedure.

SOLUTION
Whether you have been called 
yourself or had a friend serve jury 
duty, you’re likely familiar with the 
tedious process: A prospective ju-
ror gets a date and time to appear 
at the local courthouse, where she 
may or may not be selected to 
participate in a trial. That selection 
decision can take hours, and the 
citizen must wait onsite, missing 
work and other obligations. 

For most people, jury selection is a 
wearisome, even painful process. 
For the residents of Lubbock Coun-
ty, Texas, it’s a thing of the past. 
5HVLGHQWV�VWLOO�KDYH�WR�IXOȴOO�WKHLU�
civic obligation, but they can now 
report for jury duty without leaving 
their homes. 

Instead of driving to the courthouse, 
prospective jurors can log onto the 
Online Jury Access System using 
instructions included in their juror 
summons. Through the portal, citi-
zens complete a series of questions 
similar to what they would answer 
in person in the traditional process. 
Then, prospects can go about their 
day. If they are selected, they receive 
QRWLȴFDWLRQ�YLD�HPDLO��WH[W�PHVVDJH�
or a phone call. Only then do they 
have to appear in court.

The online program has been 
in place for about one year and 
residents may still appear in person 
to complete the selection process 
if they don’t have access to email 
or a phone. However,  District Clerk 
Barbara Sucsy said, the portal is 
already a success. She has wit-
nessed both a higher rate of juror 
participation and greater satisfac-
tion by system users, as compared 
to a year ago.

Additionally, the new digital service 
is not only a win for customer satis-
faction, but it’s also a cost-saver for 
the county. Jurors are traditionally 
SDLG����HDFK�IRU�WKH�ȴUVW�GD\�RI�WKH�

selection process, but online users 
will not be compensated. “If we 
have 300 people that report online, 
we are saving $1,800 that week,” 
Sucsy said. At the same time, resi-
dents don’t have to miss productive 
hours at work for jury selection, 
which increases local businesses’ 
bottom lines.

But even as the service saves mon-
ey and time for users, Sucsy said 
there is room for improvement. 
For instance, the text, voicemail 
and email alerts are sent manu-
ally to selected jurors, which is a 
cumbersome task for employees. 
To reduce that workload, county 
RɝFLDOV�DUH�LQYHVWLJDWLQJ�DGGLQJ�DQ�
interactive voice response function 
to the call system. As any good 
digital service should be, the online 
system is open to revision based 
on experiences and feedback from 
citizen and government users.

TAKEAWAY
Digital services can transform an 
old process into a new, better expe-
rience for both users and govern-
ment employees.

https://apps.co.lubbock.tx.us/OJAS/Login.aspx?ReturnUrl=%2fojas%2f
http://lubbockonline.com/local-news/2014-11-10/countys-new-online-jury-reporting-system-expected-save-time-money#.Vi5BBhCrRao
http://lubbockonline.com/local-news/2014-11-10/countys-new-online-jury-reporting-system-expected-save-time-money#.Vi5BBhCrRao
http://www.govtech.com/dc/articles/Online-Jury-Reporting-Increases-Participation-Saves-Citizens-Time-Angst.html
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DIGITAL SERVICES 

We Want You 
VA GOES DIGITAL TO  

RECRUIT TOP TALENT 

THE PROBLEM
After a patient scheduling scandal 
rocked VA last year, the agency 
struggled to maintain morale and 
technology leadership. One of 
the reasons for the scheduling 
backup was a lack of top talent to 
deal with the problem. The agency 
couldn’t recruit, retain or hire the 
right employees. 

SOLUTION
Rather than taking a solely reactive 
stance to the problem, VA is using it 
as an impetus to create new, better 
services for veterans. Following 
the model of USDS, the agency 
launched an in-house team in late 
2014 called the Digital Service at VA.

The service began active hiring in 
2015, recruiting technologists at the 
GS-15 level for two-year appoint-
ments. According to the agency’s 
FKLHI�WHFKQRORJ\�RɝFHU��9$�RɝFLDOV�
plans to hire well more than 50 
GLJLWDO�VHUYLFH�H[SHUWV�WR�ȴOO�RXW�WKH�
team and meet their goal “to trans-
form the way technology works for 
veterans and their families.” 

The team hopes to rapidly develop 
and deploy user solutions similar to 
the *Ζ�%LOO�%HQHȴWV�&RPSDULVRQ�7RRO 
that helps veterans understand and 
DSSO\�WKHLU�XQLYHUVLW\�EHQHȴWV��7KH�
data used in this online portal was 
previously accessed only via dispa-
rate agency websites and presented 
in multiple formats. Now, veterans 
KDYH�D�RQH�VWRS�VKRS�WR�ȴQG�WKH�
answers to their GI Bill questions.

In fact, integration will be the driving 
force behind many of the team’s 
ȴUVW�SURMHFWV��6RPH�RI�WKH�VROXWLRQV�
will fall under the broad MyVA 
Initiative, which will realign the or-
ganization to better serve veterans 
in a more holistic way. The digital 
services team has already created 
D�GHPR�RI�D�VLQJOH��XQLȴHG�ZHEVLWH�
to support that program. It is also 
working on integrating the disability 
appeals process into a streamlined, 
online platform.

Agency CIO Stephen Warren said 
this mission of integration also 
applies to the team itself. “We need 
to embed them and make them a 
part of our other work that’s taking 
place and make sure the knowledge 

that they’re bringing to the table is 
shared,” he said. “I tried very, very 
hard to make sure it’s not an ‘us and 
them.’ They are part of the team. We 
look at them as a resource.” 

TAKEAWAY
Digital services are not only a 
solution to problems, but also a way 
to recruit top tech talent and trans-
form agencies into change agents.

http://www.va.gov/oig/pubs/VAOIG-14-02603-178.pdf
http://www.va.gov/ds/
https://fcw.com/articles/2014/12/19/va-cto-q-and-a.aspx
https://fcw.com/articles/2014/12/19/va-cto-q-and-a.aspx
http://department-of-veterans-affairs.github.io/gi-bill-comparison-tool/
http://www.va.gov/opa/pressrel/pressrelease.cfm?id=2672
http://www.va.gov/opa/pressrel/pressrelease.cfm?id=2672
http://fedscoop.com/va-forming-powerhouse-digital-service-team
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DIGITAL SERVICES 

Going Green 
EPA E-ENTERPRISE FOR THE 

ENVIRONMENT PORTAL 

THE PROBLEM
Most companies are required to 
report on their environmental 
regulatory compliance, but navi-
gating the tribal, state and federal 
regulatory bodies is a complex 
and often unclear process. This is 
made only more challenging when 
these separate agencies maintain 
separate standards and request 
divergent information. 

SOLUTION
Instead of leaving it to individual 
RUJDQL]DWLRQV�WR�ȴJXUH�RXW�ZKLFK�
environmental reports need to 
EH�ȴOHG�ZLWK�ZKLFK�DJHQFLHV��WKH�
Environmental Protection Agency 
created an online portal that makes 
connections for the users. 

The platform, called E-Enterprise for 
the Environment, is the product of 
FROODERUDWLRQ�EHWZHHQ�(3$ȇV�2ɝFH�
of Solid Waste and Emergency 
Response, GSA’s 18F team, and the 
EPA’s own digital services team. 
It serves three goals: improving 
program performance, enhancing 

services to stakeholders and agency 
partners, and creating a model for 
joint governance among partners. 

To achieve these goals, E-Enterprise 
RHUV�LQIRUPDWLRQ�DQG�IXQFWLRQDOLW\�
that spans all levels of environmen-
tal government. For instance, it of-
fers an Amazon.com-like feature by 
which additional regulatory forms 
and agencies are recommended 
to a company after it submits one 
environmental report. 

Now, the pilot program is also solic-
iting public comment on additional 
features it could include. As they 
PRYH�IRUZDUG��SURJUDP�RɝFLDOV�
are intent on creating a portal that 
not only serves EPA users, but also 
FUHDWHV�D�PRUH�XQLȴHG�UHSRUWLQJ�
standard and process at EPA and 
across state, local and tribal bodies.

TAKEAWAY
Digital services can bridge the 
divide, not only between agencies 
and citizen users but also between 
GLHUHQW�OHYHOV�RI�JRYHUQPHQW�

http://www2.epa.gov/e-enterprise
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Acquia helps agencies build, deliver, and optimize solutions on our open digital cloud platform. Built on a 
Gartner Magic Quadrant Leading CMS, our platform enables agencies to foster greater digital engagement 

 

To learn more visit us at acquia.com/government  
or to ask us a question about our solutions and services please visit             

www.acquia.com/contact-us-about-acquia-platform

Optimize Your Digital Web Experiences

Innovate with greater 
Speed and Agility
p Digital Platform Optimization

p Open Cloud Hosting

p Drupal Migrations & Training

p Drupal 8 Availability/Drupal 6 Support

p Personalization and Smart Data

p Web Content Management (WCM)

p Professional Services & Support

30
Sunday

M

with citizens and securely deliver mission essential information and services 
greater speed, agility, and resiliency.  

hthttps://www.acquia.

http://www.acquia.com/
https://www.acquia.com/resources/case-study/georgiagov
https://www.acquia.com/resources/case-study/city-of-la
https://www.acquia.com/resources/case-study/fema-rebuilt-deliver-powerful-user-experience
http://itincanadaonline.ca/index.php/c-level-insight/1078-cultivating-content-management
http://www.acquia.com/contact-us-about-acquia-platform
https://www.acquia.com/
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In the public sector, mission is 
everything. The mission drives 
agencies to deliver better services 
to citizens at a lower cost—wheth-
HU�LWȇV�VXSSRUWLQJ�WKH�ZDUȴJKWHU�
overseas, a teacher seeking 
classroom resources or a family 
ȴJXULQJ�RXW�KRZ�WR�SD\�IRU�D�FKLOGȇV�
college education. It pushes every 
level of government to look for new 
solutions and, more often than not, 
those are solutions are digital. 

In May of 2012, the President 
unveiled his Digital Government 
Strategy aimed at creating a digi-
WDO�ȴUVW�JRYHUQPHQW�ZLWK�ZHEVLWHV�
focused on serving citizens. But 
calling for a new government strat-
egy and actually implementing one 
DUH�WZR�YHU\�GLHUHQW�WKLQJV��ΖQ�WKH�
past three years, many agencies 
have worked hard to become true 
digital organizations providing 
easy, accessible web experiences 
and delivering relevant information 
and services to citizens anywhere, 
anytime, on any device.

One company that is working to help 
agencies implement solutions to 
make improved digital experiences 
in government a reality is Acquia, a 
provider of digital platform and soft-
ware solutions. GovLoop sat down 
with Dan Katz, Acquia’s Public Sector 
Technical Director, to learn how their 
customers are delivering improved 
digital experiences to citizens. 

Katz said the basis of every digital 
engagement strategy should boil 
down to the citizen. “Instead of 
PDNLQJ�\RXU�XVHUV�ȴQG�DQG�ȴJXUH�
out answers for themselves, you 

can instead use simple contextual 
or behavioral information to tailor 
the experience and make the entire 
endeavor easier.” 

In a new eBook, The 5 “Musts” 
of the New Digital Experience 
*RYHUQPHQW��.DW]�VKDUHG�WKH�ȴYH�
key components every government 
organization should implement to 
enable and sustain a successful 
digital experience. 

1. Digital Cloud. Organizations 
need cloud platforms and 
services optimized for en-
abling secure, reliable digital 
experiences.

2. Open Technology. Open 
source software and open 
interfaces enable rapid innova-
tion and response to change.

3. Personalization. Citizen 
experiences can be optimized 
through testing, targeting 
DQG�GHȴQLQJ�XVHU�VHJPHQWV��
Organizations can use those 
segments to deliver the right 
content at the right time, 
directly to users.

4. Omnichannel. Structure 
content “atomically,” manage it 
centrally, and publish it across 
multiple channels like mobile, 
web and email.

5. Cultural Support. Successful 
GLJLWDO�WUDQVIRUPDWLRQ�HRUWV�
require shared goals and col-
laboration across IT, executive 
OHDGHUVKLS��H[WHUQDO�DDLUV��
procurement and project 
management teams.

Katz noted, “There is no magic here. 
These are pragmatic, actionable 
components of a sustainable digital 
strategy. Starting with one of these 
is a huge step in the right direction.”

One of the leading agencies that 
implemented the 5 “Musts” is the 
state of New York. Two years ago 
the state’s website was a customer 
experience nightmare. The site fea-
tured rambling menus, redundant 
links and was unable to quickly 
RU�HɝFLHQWO\�GLUHFW�YLVLWRUV�WR�WKH�
state’s many agencies or services. 
In essence, if you were one of the 
3.7 million monthly page views to 
NY.gov, you were in for a rough 
experience. 

However, all of that changed when 
Governor Andrew Cuomo dedicat-
ed a team of more than 100 people 
and 10 months to overhaul the 
site with the customer experience 
at the heart of the re-design. The 
team, lead by New York Deputy Sec-
retary for Technology Rachel Haot, 
reviewed site analytics to determine 
future demand, opened doors for 
user testing and sought stakeholder 
input. 

In an interview with Government 
Technology, Hoat noted, “We 
discovered there was a clear need 
for a responsive design, one to 
accommodate mobile devices; 
shaving excessive information for 
quick access to services; engage-
ment outlets through social media 
and personalization.”

By streamlining and simplifying 
the website, New York was able to 

increase visits to the website and 
change the citizen experience for 
the better. 

Ȋ:H�UHDOO\�LGHQWLȴHG�WKDW�WKH�SULPD-
U\�JRDOV�RI�WKH�ZHEVLWH�ZHUH�ȴUVW�WR�
serve and perform all of those func-
tions, and then secondly, to inform 
and explain government,” Haot said 
to Government Technology.

Katz agreed that in order for digital 
services to truly work in govern-
ment the citizen has to be the cen-
WUDO�ȴJXUH��Ȋ<RX�KDYH�WR�PDNH�\RXU�
customers your champions. Har-
ness the people already engaged 
with you. Ultimately, it doesn’t cost 
money to talk and listen. Customer 
service is really about human inter-
action – and culture.”

In order to meet the demand for an 
enhanced citizen experience with 
information and services deliv-
ered anywhere, anytime, on any 
device, government agencies must 
prioritize projects; utilize the cloud, 
open technologies, and shared 
solutions; and work together with 
industry partners to maximize 
internal resources. Digital engage-
ment has the power to positively 
transform the way the public views 
and interacts with government. And 
ZLWK�.DW]ȇ�ȴYH�WLSV�WR�JHW�WKH�GLJLWDO�
engagement ball rolling, your orga-
nization can see a huge change. 

To learn more watch the “Five 
Musts” webinar featuring digital suc-
cess insights from former govern-
ment leaders.

GOING DIGITAL IN 
GOVERNMENT 

An interview with Dan Katz, Public Sector Solutions, Acquia

INDUSTRY SPOTLIGHT

http://www.govtech.com/internet/3-Lessons-from-New-Yorks-Website-Redesign.html
http://www.govtech.com/internet/3-Lessons-from-New-Yorks-Website-Redesign.html
https://www.acquia.com/resources/webinars/5-musts-new-digital-experience-government
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MEET THE 
INNOVATORS

Kelly Samson-Rickert is the Director 
of Workforce Development for the 
State of Maine, Office of Information 
Technology (OIT), where she oversees 
and develops the strategic planning for 
the OIT workforce needs. 
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MEET THE INNOVATORS 

Putting 
Innovation Back 

into Hiring 
A STATE PERSPECTIVE

The government workforce across 
all levels is in trouble and the 
reason is simple: Baby boomers 
are leaving government. In fact, an 
estimated 10,000 baby boomers 
are leaving the workforce daily. 

ΖQ�0DLQHȇV�2ɝFH�RI�Ζ7�����SHUFHQW�
of the workforce will be eligible to 
retire by 2017. That’s one in four. 
But those numbers don’t keep 
Maine’s Director of Workforce Kelly 
Samson-Rickert up at night. The 
reason? Millennials. “We have some 
really talented folks that are coming 
up the pipeline,” she said. The chal-
lenge for Samson-Rickert is recruit-
ing them to state government. 

To ensure that Maine is recruiting, 
hiring and retaining top perform-
ers, Samson-Rickert has taken an 
innovative approach to hiring and 
training her workforce. 

7KH�ȴUVW�VWHS�VKH�QRWHG�ZDV�JHWWLQJ�
the most out of the talent she 
already had roaming the halls. “We 
need to retain talented baby boom-
ers long enough to transfer critical 
knowledge and close the critical 
skills gap,” she said. To do that, 
Samson-Rickert emphasized skills 
sharing and partnerships between 
agencies and individuals. 

In Maine, employers are reaching 
out to be partners and to collab-
orate. “We already have an agile 
workforce,” Samson-Rickert said. 

“We already have a workforce that’s 
24/7, and connected all the time. So 
collaboration and skill sharing is not 
about technology, it’s about forming 
those partnerships within your own 
organization and not just throwing 
the baby boomers out. It’s about 
capturing the institutional knowl-
edge. It’s how do we partner with 
them to make it a win-win?”

However, Samson-Rickert isn’t 
just focused on retaining baby 
boomers. She is actively recruiting 
the next generation of government 
workers — and that doesn’t mean 
only millennials. 

“We are very focused on employing 
the underserved population group. 
So we have two segments of our 
internship: One is the traditional 
kind of student that you think 
about — the junior or senior in 
college — the other one is reaching 
out to adult learners and veterans,” 
Samson-Rickert said. 

Once the interns are in place, they 
DUH�QRW�IHWFKLQJ�FRHH��Ȋ:H�JLYH�
our interns real work. For exam-
ple, we gave four of our interns 
a challenge. We said, ‘We know 
UHFUXLWPHQW�DQG�ȴQGLQJ�RXU�MREV�
LV�GLɝFXOW��:H�ZDQW�\RX�WR�WHOO�XV�
what we can do better.’”

The interns went to Maine’s website 
and applied for jobs. They had to 
QRW�RQO\�UHSRUW�WKHLU�ȴQGLQJV��EXW�

make real suggestions. “They did a 
thorough analysis of research with 
other companies and other states. 
7KH\�WKHQ�SUHVHQWHG�WKHLU�ȴQGLQJV�
to the governor. They showed him 
how many clicks it took to get to a 
job. It was painful, but now we can 
make some changes. And those 
interns got to work on something 
where they reported directly to the 
governor. That’s how we get people 
interested in working for govern-
ment. We empower them and give 
them the tools. In government we 
have access to so many avenues 
that [the] private sector doesn’t.”

All of Maine’s interns are paid 
DQG�PDQ\�DUH�RHUHG�MREV�XSRQ�
graduation. 

But Samson-Rickert cautions that 
innovation isn’t for the faint of heart. 
“To me innovation means leading 
and transforming the future needs 
for the workforce. I think innovation 
is about being bold. I think it’s about 
being cutting-edge and trying things 
GLHUHQW��DQG�ZKHQ�\RX�VFUHZ�XS��
say, ‘Whoops, that didn’t work. Let’s 
try something else.’”



MEET THE 
INNOVATORS

Zvika Krieger is a Senior Advisor at 
the U.S. Department of State, where he 
leads the Strategy Office and Pol-Mil 
Strategy Lab in the Bureau of Political 
and Military Affairs.
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MEET THE INNOVATORS 

Putting the 
Human Back 

into Innovation 
A FEDERAL PERSPECTIVE 

When it comes to innovation, the 
latest buzzword vibrating around 
agency walls is human-centered 
design (HCD), also known as design 
thinking. HCD takes tools from the 
world of design and applies them 
to complex challenges to come up 
with innovative solutions. 

Although this may make design 
thinking seem like an intangible 
idea, Zvika Krieger, Director of the 
Strategy Lab at State, said that’s not 
the case. Krieger is an HCD expert 
and instructor. “It’s a concrete, 
linear, replicable way to drive inno-
vation,” he said.

There are various methodologies 
for executing design thinking, but 
WKHUH�DUH�ȴYH�FRPSRQHQWV�RU�VWHSV�
that are integral to every model. 
They are:

EMPHATHIZE
Determine whose needs you are 
trying to meet. Then, connect with 
those users on a qualitative level 
to understand what they want and 
need from your project.

FRAME
Based on the input of your users, 
GHȴQH�WKH�SUREOHP�\RX�ZDQW�WR�
solve. In many cases, this won’t be 
the problem your agency leader 
LGHQWLȴHG�ZKHQ�KH�RU�VKH�KDQGHG�
the project to you. However, the 
user-driven problem is the one you 
must tackle for project success.

IDEATE
More commonly known as 
brainstorming, this step involves 
collaborating with diversey groups 
and integrating new perspectives 

to come up with creative potential 
solutions to your problems.

PROTOTYPE
In HCD, you don’t wait until 
everything is perfect, which is 
what government normally does. 
Instead, you move fast to create 
a minimum viable product. Then 
you release that product into the 
hands of your users.

TEST
$V�VRRQ�DV�\RXU�ȴUVW�LWHUDWLRQ�LV�
released, start the loop of testing 
the product, asking for feedback 
and creating new prototypes.

HCD might seem like a new fad, but 
Krieger is convinced it’s here to stay. 
“We might look back on this year as 
the breakout year for human-cen-
tered design in government,” he 
said. “I wouldn’t say design thinking 
is mainstream in government yet, 
EXW�LW�LV�GHȴQLWHO\�RXW�RI�WKH�VKDGRZV�
and it’s starting to make a major 
impact. We are using it at the State 
Department every day to solve real 
challenges.”

For Krieger the need for HCD is ap-
parent. “The threats that we’re en-
countering are more complex than 
ever. We are dealing with actors 
and technology that we’re not used 
to dealing with,” he said. “We are at 
an intersection of hard issues and 
soft issues — issues that cut across 
silos. In order to solve them we 
need to generate more creativity. 
:KDW�GHVLJQ�WKLQNLQJ�RHUV�LV�D�YHU\�
concrete toolkit. It’s something that 
can be taught, it’s something that 
FDQ�EH�DSSOLHG�LQ�ORWV�RI�GLHUHQW�
contexts. It’s not just like fairy dust, 
LWȇV�D�VSHFLȴF�VHW�RI�WRROV�ȋ

7R�HHFWLYHO\�EULQJ�+&'�WR�\RXU�
DJHQF\��.ULHJHU�LGHQWLȴHG�IRXU�KHOS-
ful resources:

• Time: “You need time and 
space — you can’t be churning 
out the daily tasks and still be 
asked to innovate outside your 
normal parameters. It doesn’t 
work that way.”

• A skilled workforce: “Inno-
vation is not magic fairy dust 
that appears out of nowhere. 
There are tools and methodol-
ogies that you can be trained 
in [in] order to generate inno-
vative ideas. You need people 
with a set of skills.”

• Leadership buy-in: “A lot 
of the ideas are just out of the 
box. You need someone to 
say, ‘If you want to use sticky 
notes and come with crazy, 
R�WKH�ZDOO�LGHDV��WKDWȇV�QRW�
just great, it’s mandatory.’”

• Diversity: “Government 
can be really insular, but that 
limits the amount that we 
can innovate. The ability to 
bring in people from the other 
sectors, people from other 
government agencies — you 
need people that wouldn’t 
normally be in the innovation 
discussion.”

For Krieger and other proponents 
of design thinking, HCD is not just 
innovation for innovation’s sake, 
HCD is innovation to improve the 
future of government. 
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HUMAN RESOURCES 
RESCUERS
The government workforce is graying. 
The average age of a state government IT 
professional is 49, and many employees 
are nearing retirement age. To attract, hire 
and retain the next generation of public 
servants, government has to get creative. 
In this section, we highlight three areas 
where governments are taking innovative 
steps in human resources. 
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HUMAN RESOURCES 

Leveling Up 
BOSTON WORKS TO CLOSE 

THE GENDER WAGE GAP

THE PROBLEM:
Women in the city of Boston make 
up more than half — 52 percent 
— of the city’s population, but they 
only make an average of 83 cents 
for every dollar that men earn.

SOLUTION
Many people say they support equal 
pay for equal work — at least in 
theory. But the path to closing the 
gender wage gap requires more 
than a nod of support. Instead, there 
must be substantive actions that will 
help put men and women on equal 
footing in the workplace. 

In Boston, one of those actions has 
come in the form of free workshops 
aimed at equipping women with the 
skills they need to negotiate higher 
VDODULHV�DQG�EHWWHU�EHQHȴWV��7KH�
sessions are part of a multipronged 
approach to close the gender wage 
gap in the city. 

In September 2015, Mayor Martin 
:DOVK�ODXQFKHG�D�ȴYH�\HDU�SDUWQHU-
ship with the American Association 
of University Women (AAUW) to 
RHU�IUHH�VDODU\�QHJRWLDWLRQ�ZRUN-
shops to every woman in the city. 
Called AAUW Work Smart in Boston, 
the goal of these workshops is to 
train 85,000 individuals, or half of 
Boston’s working women, in the 
QH[W�ȴYH�\HDUV�

“The AAUW workshops are the 
next step in giving women the tools 
they need to compete in today’s 
economy,” Walsh said on    . “When 
women succeed, our businesses, 
our communities and our city 
succeed.”

Workshops will be provided in every 
neighborhood of the city. Expert 
facilitators lead the interactive 
sessions, which include small-group 
activities and role-playing exercises. 
During the two-hour workshops, at-
tendees learn practical and concrete 
skills to use at the negotiation table. 
They include information about:

• The gender wage gap, includ-
ing its personal consequences.

• How to quantify the market 
value of their education, skills 
and experience.

• How to conduct objective mar-
ket research and determine a 
fair target salary.

• How to create a strategic pitch 
DQG�UHVSRQG�WR�VDODU\�RHUV�

Following these sessions, attendees 
are invited to participate in several 
networking events to form profes-
sional partnerships and develop 
pipelines for leadership.

7KH�0D\RUȇV�2ɝFH�RI�:RPHQȇV�$G-
vancement is helping manage the 
day-to-day operations of the city’s 
partnership with AAUW. According 

WR�LWV�ZHEVLWH��WKH�RɝFH�SURPRWHV�
women’s equal participation, eco-
nomic equity, and health and safety. 
It has three priorities:

1. Researching, analyzing and 
reporting on the status of 
women and girls in Boston.

2. Closing the gender-based 
wage gap and increasing eco-
nomic stability and prosperity 
to achieve economic equity.

3. Eradicating violence against 
women in the form of human 
WUDɝFNLQJ��GRPHVWLF�DEXVH�
and sexual assault to ensure 
women’s health and safety.

“We are so excited to provide the 
working women of Boston these 
one-of-a-kind workshops,” said 
Megan Costello, Executive Director 
RI�WKH�RɝFH��Ȋ:H�NQRZ�WKDW�WKH�
gender wage gap still exists, so 
it’s important to work with both 
employers and individuals to shift 
the culture and ensure women are 
given equal opportunities.”

TAKEAWAY
The gender wage gap isn’t an issue 
the public sector can tackle alone, 
but through outside partnerships, 
the government can expand its re-
sources and have a greater impact. 

http://www.cityofboston.gov/women/workforce/
http://www.cityofboston.gov/women/workforce/
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HUMAN RESOURCES 

I’ve Got Skills, 
They’re 

Multiplying  
SSA CREATES SKILLS SWAP  

THE PROBLEM
Employees often felt they had no 
time to explore other SSA initia-
tives that sparked their interest, 
and managers didn’t always have 
the right talent or enough talent 
to move projects forward.

SOLUTION
SSA launched a skills-sharing pilot in 
ȴVFDO������WKDW�HQFRXUDJHV�PDQDJ-
ers to solicit the help of employees 
who want to complete projects 
outside their normal job duties. 

Participating employees can use up 
to 20 percent of their workweek, 
pending supervisory approval, to 
work on designated projects. 

Called Skills Connect, the pilot 
launched with 125 projects in 
need of employee expertise. Of 
the 700 people who applied, 263 
were chosen to participate. The 
youngest was 24, and the oldest 
was 88. SSA tracks the demo-
graphics of its applicants and 
whether they are bargaining unit 

members to measure interest in 
the pilot and involvement across 
the workforce.

The agencywide pilot was 
launched in SSA’s smallest region, 
Boston; its largest, Atlanta; and at 
headquarters. “It’s really proj-
ect-driven, and it allowed employ-
ees who might be on the other 
side of the country to get involved 
with the initiative,” Deputy Com-
missioner for Human Resources 
at the SSA, Reggie Wells said. “It’s 
really a skills-sharing model,” and 
supervisors are encouraged to be 
generous in sharing their talent 
with other parts of SSA. 

SSA Commissioner Carolyn Colvin 
wanted a program that would 
let employees get varied and 
cross-component experiences 
without having to physically move. 
For employees with disabilities, 
moving around the country for 
new opportunities may not be 
feasible, so being able to work 
YLUWXDOO\�KDV�EHHQ�D�KXJH�EHQHȴW�
for them.

Wells shared the story of a claims 
representative in Greenville, Miss., 
who worked with SSA’s Baltimore 
RɝFH�WR�WHVW�QHZ�DXWRPDWLRQ�
FDSDELOLWLHV�LQ�WKH�ȴHOG��7KH�
employee needed that kind of 
technology and was able to test it 
before it went into production on 
a larger scale. 

“All of these [Skills Connect] 
projects are geared toward better 
service to the public or support 
of the workforce that is delivering 
service to the public,” Wells said.

TAKEAWAY
Skills sharing enables agencies 
to better use employees’ talents 
across the workforce, while also 
boosting employee engagement.

http://www.businessofgovernment.org/blog/business-government/govconnect-connecting-talent-dots
https://www.pmi.org/~/media/PDF/Business-Solutions/Building-High-Performing-Project-Talent_PMIwhitepaper.ashx
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HUMAN RESOURCES 

Together We 
Hire 

ONE USDA OPENS FOR  
ALL OF AGRICULTURE  

THE PROBLEM
The U.S. Department of Agricul-
WXUH�KDV�PRUH�WKDQ����RɝFHV�
and agencies. Combined, they 
used more than 200 HR-related IT 
systems. The lack of a universal HR 
system means the department has 
to spend money to maintain 200 
systems and the unique personnel 
to run each program. 

SOLUTION
Under its One USDA initiative, 
the department is consolidating, 
streamlining and standardizing HR 
enterprise systems. That process 
is currently underway, and the 
goal is to reduce the number of 
systems to “bring them down to a 
manageable number, from 200 to 
PD\EH����>RU@�ȴYH��KRSHIXOO\�ȋ�VDLG�
Indu Garg, Director of Enterprise 
Systems at USDA.

Similar to other government agen-
cies, the challenge at USDA is that 
GLHUHQW�DJHQFLHV�KDYH�GLHUHQW�
PLVVLRQV��DQG�RɝFLDOV�DW�HDFK�
think their unique needs require 

separate processes and guidelines, 
Garg said. But that doesn’t have to 
be the case. 

Instead of creating new policy 
guidance for all USDA agencies 
to follow, the department used 
OPM’s business reference model 
IRU�GRLQJ�GLHUHQW�+5�SURFHVVHV��
including hiring, retirement, bene-
ȴWV�DQG�SD\UROO��86'$�VWDQGDUGL]HG�
its guidance and policy based on 
OPM’s guidance and policy.

“The solution we put forth is trans-
ferable [and] scalable,” Garg said. 
If another department wants to 
adopt it, it can. 

All workforce data should be 
reportable and available. By 
centralizing data, it gives agencies 
greater power to understand their 
workforce and make necessary 
changes. At the department, it’s 
now possible to pinpoint where 
hires are made within USDA 
agencies and locations based on 
an employee’s job level, job type or 
series, in addition to other factors.

Part of the challenge was convinc-

ing people that they weren’t giving 
up anything through streamlining 
and standardizing but actually 
getting a lot back in return. Tech-
nology is a key enabler, but it won’t 
make a poor process better. That’s 
where change management comes 
in. Having a few good sponsors at 
your agency to champion change is 
critical, especially if you want those 
changes to continue even under 
new leadership.

“You’ve got to sell your idea” to 
decision-makers, Garg said. “You’ve 
got to [present] it like it has be-
come their idea. Collaborate with 
them. It’s not mine, it’s not yours, 
it’s ours.”

TAKEAWAY
Setting the right policies and pro-
FHVVHV�LV�D�NH\�ȴUVW�VWHS�WR�WDFNOLQJ�
PDVVLYH�Ζ7�FRQVROLGDWLRQ�HRUWV��

http://www.ocio.usda.gov/sites/default/files/USDA_FDCCI_2011_Consolidation_Plan.pdf
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ACQUISITION ALL-
STARS 
Drawn-out requests for proposals, 
billions of dollars and years — those are 
the ingredients for most government 
procurements. But as the rate of 
technology evolution accelerates, the 
need for a new type of acquisition model 
is necessary. 
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ACQUISITION 

What’s the Play, 
Coach?  

TECHFAR’S PLAYBOOK 
SCOOPED

THE PROBLEM:
Digital services projects in gov-
ernment often contain unused 
or unusable features because of 
outdated development practices 
and overly narrow interpretations of 
what acquisition regulations allow.

SOLUTION
OMB is developing tools to upgrade 
the capabilities of government 
digital services. Such tools include 
TechFAR��ZKLFK�KLJKOLJKWV�ȵH[LELOL-
ties in the Federal Acquisition Reg-
ulation (FAR) to help agencies imple-
ment swifter acquisition processes. 
This resource enables agencies to 
execute the 13 “plays” of the Digital 
Services Playbook,�ZKLFK�LGHQWLȴHV�
best practices from the private 
sector to help agencies successfully 
deliver digital services. 

TechFAR, aligned with the Digital 
6HUYLFHV�3OD\ERRN��RHUV�JXLGDQFH�
to use contractors to support 
iterative development processes, 
particularly Agile software develop-
ment. What exactly is Agile software 
development and how does it help 
government acquisition processes? 

Agile software development uses 
iterative development processes 
with design services based on real 
user needs. It’s agile because the 

development consists of constant 
feedback from the user, which is 
then used for iterative software 
improvement. This may be more 
GLɝFXOW�IRU�WKH�JRYHUQPHQW�DFTXL-
sition community because Agile 
software development starts with a 
broad product vision for the user, 
rather than specifying exact system 
features before development.

Although this may seem impos-
sible for government agencies 
and not worth the costs or risks, 
Agile development is the preferred 
methodology for software develop-
ment contracts that contribute to 
the creation and maintenance of 
digital services (i.e., websites and 
mobile apps). This process actually 
improves investment manageability, 
lowers risk of project failure and 
allows agencies to better adapt to 
the changing needs and demands 
of their users. Agile development is 
geared toward projects that need 
VLJQLȴFDQW�GHVLJQ�DQG�GHYHORS-
ment, such as digital services (e.g., 
HealthCare.gov or Recreation.gov) 
and internal digital services and 
business systems. 

Most government acquisition com-
munities, however, may struggle 
with Agile development because of 
a lack of understanding of federal 
guidelines. TechFAR is designed to 
facilitate a common understand-

ing among stakeholders, such as 
SURJUDP��Ζ7�DQG�DFTXLVLWLRQ�RɝFLDOV��
and agency legal counsel, of the 
best ways to use acquisition author-
ities while maximizing success for 
digital services. TechFAR consists of 
a handbook that guides agencies 
with relevant FAR authorities and 
includes practice tips, sample 
language and a compilation of FAR 
provisions that are relevant to Agile 
software development. 

For each stage of the acquisition 
lifecycle, this document highlights 
key regulatory provisions and 
explains how Agile approaches can 
EH�HHFWLYHO\�DQG�VXFFHVVIXOO\�LP-
plemented while honoring the core 
principles of public procurement. 
Such principles include impartiality, 
accountability for results and pro-
viding the best value to taxpayers. 
TechFAR includes practice tips and 
sample language from other agen-
cies that have successfully used 
Agile development tools to support 
mission needs.

TAKEAWAY
TechFAR provides guidelines, tips 
and strategies for government 
acquisition communities to enable 
them to better use innovative digital 
service processes such as Agile soft-
ware development.

https://github.com/usds/playbook/blob/gh-pages/_includes/techfar-online.md
https://playbook.cio.gov/
https://playbook.cio.gov/
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ACQUISITION 

Where is the 
$$$?  

GSA IS CONTRACTING THE 
AGILE WAY  

THE PROBLEM
Government agencies increasingly 
rely on outside vendors for digital 
services but lacked a streamlined 
process for vendors to compete 
for software acquisition contracts. 

SOLUTION
GSA’s 18F Consulting helps federal 
agencies adopt modern approach-
es to managing and delivering 
digital services. In January, the 
group announced a new process 
for vendors to compete for soft-
ware acquisition contracts. The 
Agile Blanket Purchase Agreement 
(BPA) requires vendors to submit 
a working prototype based on 
a public dataset and then show 
their work in a public git reposito-
ry. A git is a free and open source 
distributed version control system.

What led GSA to use this agree-
ment was the exploding demand 
for 18F to build products for agen-
cies. To meet this demand, GSA 
RɝFLDOV�UHDOL]HG�WKH\�QHHGHG�KHOS�
from vendors that work in a simi-
lar fashion, using techniques such 

as Agile development cycles and 
user-centered design processes. 
There was also a clear need for 
a contract vehicle through which 
agencies could gain access to 
a pool of vendors, rather than 
having to approve and reapprove 
individual vendors one by one.

GSA partnered with the Federal 
Acquisition Service to execute 
the contracting work through 
the award phase. The Assisted 
$FTXLVLWLRQ�6HUYLFHV�RɝFH�ZLOO�
handle post-award task orders 
and management. With the help 
of 18F, GSA was able to automate 
some elements of the acquisition 
review process that enabled a 
IDVWHU��PRUH�HɝFLHQW�DQG�PRUH�
accurate review process for every-
one involved. 

*6$�RɝFLDOV�KRSH�WR�HQDEOH�
companies to do what they do 
best: deliver working solutions to 
government customers that show-
case the ability of Agile processes 
to transform the way the gov-
ernment buys and builds digital 
services. GSA also expects to 
maintain an ongoing dialogue with 

companies about what works and 
what doesn’t on a project-by-proj-
ect basis. The vendor community 
is seen as a community of “users” 
of the Agile BPA, and GSA plans to 
use its feedback, knowledge and 
LQVLJKW�WR�FRQWLQXH�WR�ȴQG�ZD\V�WR�
innovate and improve the acquisi-
tion process. 

Finally, with the innovation and 
ȵH[LELOLW\�RI�WKH�$JLOH�%3$��*6$�
expects to continue to experiment 
with ways to improve the procure-
ment process. The end goal is to 
UHGXFH�LQHɝFLHQFLHV�DVVRFLDWHG�
with doing business with the gov-
ernment, allowing delivery teams 
to focus more on the end user 
DQG�SURYLGH�EHWWHU��FRVW�HɝFLHQW�
solutions. 

TAKEAWAY
The Agile BPA allows agencies 
such as GSA to start the acquisi-
tion process with several vendors 
at once and to approve contracts 
HɝFLHQWO\�DQG�ZLWK�D�EHWWHU�IRFXV�
on users. 

https://18f.gsa.gov/consulting/
http://www.gsa.gov/portal/content/105080
http://www.gsa.gov/portal/content/105080
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ACQUISITION 

Contract 
Managed 

FITARA MAKES ITS DEBUT 

THE PROBLEM
Many government agencies lack a 
basic understanding of the Federal 
IT Acquisition Reform Act (FITARA) 
guidelines and are in need of bet-
ter IT integration tactics.

SOLUTION
In June 2015, OMB�ȴQDOL]HG�WKH�
guidance documents outlining how 
agencies should implement FITARA, 
which is considered the most far-
reaching IT reform legislation in 
almost two decades. 

“This guidance takes major steps 
toward ensuring agency CIOs 
KDYH�VLJQLȴFDQW�LQYROYHPHQW�LQ�
procurement, workforce and 
technology-related budget mat-
ters while continuing a partner-
ship with other senior leaders,” 
Federal CIO Scott said.

Congress enacted FITARA in 2014. 
It provides stronger guidelines for 
the management of IT within the 
federal government. The act specif-
ically requires the heads of several 
federal agencies to ensure that 

WKHLU�&Ζ2V�KDYH�D�VLJQLȴFDQW�UROH�LQ�
IT decisions, including annual and 
multiyear planning, programming, 
budgeting, execution, reporting, 
management, governance and 
oversight functions.

“My past experience has taught me 
that without a strong foundation, it 
LV�GLɝFXOW�IRU�QHZ�LQLWLDWLYHV�WR�IXOO\�
take root,” Scott said. “This critical 
foundation does not exist consis-
tently throughout the federal gov-
ernment. One of my top priorities 
going forward will be to build this 
QHZ�IRXQGDWLRQ�IRU�HHFWLYH�PDQ-
agement of technology through 
full implementation of FITARA in a 
way that is workable, collaborative, 
HHFWLYH�DQG�FRQVLVWHQW�ȋ

)RU�WKH�ȴYH�\HDU�SHULRG�DIWHU�)Ζ7-
ARA’s enactment, OMB is required 
to implement a process for agen-
cies to review their IT investment 
portfolios to reduce duplication 
and waste, consolidate acquisition 
and management functions, and 
increase cost savings. These roles 
DUH�GHȴQHG�LQ�WKH�&RPPRQ�%DVH-
line, a basic set of requirements 
all agencies must meet by Dec. 

31, 2015. Agencies had to submit 
self-assessments and implementa-
tion plans to OMB in August 2015.

Ȋ2XU�JXLGDQFH�QRW�RQO\�IXOȴOOV�WKH�
new law’s requirements, but also 
empowers federal executives with 
the means and information nec-
essary to help federal IT become 
DQ�HHFWLYH�VWUDWHJLF�SDUWQHU�WR�
mission programs,” Scott added. 

Similar to the goals of the TechFAR 
Handbook and Digital Services 
Playbook, FITARA is designed to 
provide federal agencies with tac-
tical strategies and guidelines for 
swifter acquisition and procure-
ment processes with the assur-
ance that agencies are following 
federal laws.

TAKEAWAY
FITARA enables agencies to 
become acquisition all-stars by em-
SRZHULQJ�Ζ7�RɝFLDOV�WR�OHDG�WKHLU�
agencies to better IT services with 
GHȴQHG�DFTXLVLWLRQ�DQG�SURFXUH-
ment standards.

http://www.federaltimes.com/story/government/it/cio/2015/06/11/final-fitara-guidance/71064748/
https://www.congress.gov/bill/113th-congress/house-bill/1232
http://www.federaltimes.com/story/government/it/cio/2015/06/11/final-fitara-guidance/71064748/
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CLOUD CONNECTORS 

If you’ve been following government 
IT news the past few years, you have 
probably heard that cloud computing 
could save government a lot of money. 
But what you might not know is that cost 
is only one of the many reasons agencies 
are flocking to cloud services. Security, 
workforce, agility and performance also 
make cloud an attractive alternative to 
data centers. 
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CLOUD 

Not So Alone 
in the Lone Star 

State 
TEXAS BUYS SMARTER  

WITH CLOUD

THE PROBLEM:
In Texas every single agency pur-
chase must come from pre-existing 
statewide contracts housed in 
TxSmartBuy, its business-to-busi-
ness procurement marketplace 
However, the ordering system used 
two very customized software tools 
that were hard to integrate and not 
easily accessible, making the system 
GLɝFXOW�WR�QDYLJDWH��

SOLUTION
7R�UHSODFH�WKH�ROG�V\VWHP��RɝFLDOV�DW�
the Texas State Comptroller’s Texas 
Procurement and Support Services 
and the Innovation and Technology 
divisions turned to the cloud. 

The updated TxSmartBuy portal 
uses a cloud-based Software-as-a-
Service (SaaS) solution to provide 
user-friendly search, e-commerce 
and order management functions, 
which are consistent with what the 
private sector uses.

Originally, TxSmartBuy was to be 
an online ordering system for state 
agencies, universities and all levels 
of local government to use to order 
all of their items at one time. For ex-
ample, they could buy pencils and 
asphalt at once. How convenient. 

However, the old system was slow. 
But now, according to the TxSmart-
Buy release, searches average less 
than one second each, and the sys-
WHP�RHUV�DQ�HDV\�WR�XVH�VKRSSLQJ�
cart experience like that of Amazon. 
With the capabilities provided by the 
cloud users of TxSmartBuy, agencies 
can buy the pencils and asphalt at 
the same time with one purchase 
order. The single purchase creates 
HɝFLHQFLHV�IRU�WKH�SXUFKDVHU�DQG�
streamlines processes. 

For example, with the shopping cart 
feature, order processing time has 
been dramatically reduced. In early 
editions of TxSmartBuy, orders would 
take up to 30 minutes to complete. 
Now the purchase-to-order issuance 
WDNHV�OHVV�WKDQ�ȴYH�PLQXWHV��

In terms of pure cloud product, the 
updated TxSmartBuy is built on 
the “NetSuite cloud platform, which 
seamlessly connects e-commerce, or-
der management, administration and 
customer service in a single system.”

7KH�FORXG�EDVHG��FRQȴJXUDEOH�6DD6�
system resulted in shorter timelines 
and cost savings compared to 
custom code and hardware. But 
what really set the new system 
apart is scalability. According to a 
release��ȊWKH�FRQȴJXUDELOLW\�RI�WKH�

system, combined with built-in 
administrative search functions and 
a case management system, has 
allowed us to reduce administrative 
overhead and focus on system 
improvements.” In essence, the 
V\VWHP�DOORZV�7[6PDUW%X\�WR�ȵH[�
its power depending on how much 
data is needed at any given time. 

In addition, the updated system 
requires far less help-desk support. 
The original system required 10 
VWD�PHPEHUV�DQG�SDUW�WLPH�
contributors to be on-call around 
the clock. With the new system, that 
number has been reduced to eight. 

The old system cost the state more 
than $11.5 million annually. The 
new one cuts the price down by 71 
percent to $3.3 million.

TAKEAWAY
Cloud computing gives Texas the 
ability to adjust the amount of 
software its needs at any given 
time. Matching demand to services 
not only saves the state money, 
but it makes it much more agile 
DQG�HɝFLHQW��

http://comptroller.texas.gov/txsmartbuy/
http://comptroller.texas.gov/txsmartbuy/
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CLOUD 

Mourning Made 
Easier 

CLOUD HELPS MAP  
MICHIGAN CEMETERIES 

THE PROBLEM
&HPHWHULHV�DUH�RIWHQ�GLɝFXOW�WR�
navigate for mourners. Locating the 
right tombstone in a large cemetery 
like the one in Marquette, Mich., is 
next to impossible. 

SOLUTION
To help cemetery visitors locate 
their loved ones quicker, Marquette 
entered Amazon Web Services’ City 
on a Cloud Innovation Challenge. 

AWS recognizes local and regional 
governments and developers that 
DUH�LQQRYDWLQJ�IRU�WKH�EHQHȴW�RI�
citizens using the cloud by giving 
WKH�ȴQDOLVW����������

Marquette’s cloud-enabled app 
CemeteryHost would provide 
cemetery patrons the ability to 
quickly and easily locate graves in 
Marquette’s historic Park Cemetery. 
Users can access the app by PC or 
smartphone, search by name and 
HDVLO\�ȴQG�D�JLYHQ�JUDYH�

What’s more, once the grave is 
found, users may save further 

details on Marquette County’s 
LocalWiki webpage and improve the 
database of locations for future us-
ers of the site. The app never stops 
evolving and improving. 

Marquette isn’t the only govern-
ment entity looking to improve the 
cemetery-going process. In 2012 
Arlington National Cemetery used 
similar technology to create the 
ANC Explorer app, which allows 
visitors to locate individual graves. 

Patrons to the famed cemetery 
called the app “a testament to the 
good work government can do to 
improve the lives of Americans.” 
Although Marquette’s cemetery is 
much smaller than Arlington, city 
RɝFLDOV�KRSH�IRU�VLPLODU�UHVXOWV��

TAKEAWAY
Cloud solutions don’t just help with 
the obvious government challenges 
such as email or data center consol-
idation. They can enable a whole 
host of innovations. 

https://www.govloop.com/community/blog/using-technology-to-enhance-the-customer-experience-arlington-national-cemetery/
https://www.govloop.com/community/blog/using-technology-to-enhance-the-customer-experience-arlington-national-cemetery/
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CLOUD 

Finding the 
Perfect Fit  

CLOUD.GOV GOES LIVE 

THE PROBLEM
More than 100 corporations pro-
vide cloud services to the govern-
ment. Figuring out which solution 
LV�WKH�SHUIHFW�ȴW�IRU�\RXU�DJHQF\�
FDQ�EH�LQFUHGLEO\�GLɝFXOW��$JHQFLHV�
must wade through the options to 
try to unearth the best one. 

SOLUTION
To help agencies better under-
VWDQG�WKH�GLHUHQW�FORXG�RSWLRQV�
and operating systems, 18F creat-
ed Cloud.gov. Launched on Oct. 9, 
2015, the website aims to provide 
agencies with a ready-to-go 
Platform-as-a-Service (PaaS) cloud 
for building, testing and managing 
web applications.

Think of it as a testing lab for cloud 
RHULQJV�RU�D�WU\�EHIRUH�\RX�EX\�
concept. But it doesn’t stop there. 
The new site also provides exper-
tise on how each cloud program 
can and should be implemented. 
Think of it as the Genius Bar at 
your local Apple shop. 

“Cloud.gov allows 18F to reduce the 
need for highly skilled infrastructure 
resources to be on every team, 
enabling people with broad and 
shallow development expertise to 
accomplish things that would nor-
mally require specialized experts,” 
according to a GSA press release 

“By providing a cloud platform 
along with 18F’s knowledge and ex-
pertise, agencies can easily access 
a full PaaS solution rather than 
building out or maintaining a new 
environment in order to support 
the development of new applica-
tions,” reported FierceGovernment. 

Cloud.gov allows agencies to 
increase production time for cloud 
projects because 18F cloud ex-
perts have already tested and vet-
ted the services. The site will also 
provide templates for agencies to 
craft their system security plans. 

TAKEAWAY
&ORXG�VHUYLFH�SURYLGHUV�FDQ�RHU�
many options and add-ons. What 
Cloud.gov does is give you the con-
sumer guide for government cloud. 

http://www.gsa.gov/portal/content/252019
http://www.fiercegovernmentit.com/story/cloudgov-goes-live/2015-10-12
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DATA DOMINATORS

Big data, open data, data analytics, 
predictive analytics — 2015 could go down as 
the year of data in the public sector. Today, 
government officials have stopped talking 
about data practices and are actually using 
them to better the lives of citizens. 
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DATA 

Health Made 
Simpler 

HHS RE-LAUNCHES 
HEALTHDATA.GOV 

THE PROBLEM:
HealthData.gov was known as a 
reliable catalog of health, social 
services and research data that 
the public could access for reuse 
to improve the nation’s health and 
well-being. But the site had been 
DURXQG�IRU�ȴYH�\HDUV��DQG�LWV�WHFK-
QRORJ\�ZDVQȇW�DV�UREXVW�RU�HɝFLHQW�
as it needed to be in 2015.

SOLUTION
Earlier this spring, HHS re-launched 
HealthData.gov, revamping the 
tools and dashboards it used to 
encourage better understanding 
DQG�PRUH�HɝFLHQW�XVH�RI�WKH�KHDOWK�
GDWD�LW�RHUHG�WR�WKH�SXEOLF�

Damon Davis, Director of HHS’ 
Health Data Initiative, oversaw the 
re-launch of HealthData.gov. In a 
blog post, he wrote: 

“Since the IDEA Lab is working 
to support a more modern and 
HHFWLYH�JRYHUQPHQW��LWȇV�WLPH�WR�
GHOLYHU�DQ�HHFWLYH�PRGHUQL]DWLRQ�
of HealthData.gov. This site is widely 
known as a reliable catalog of 
health, social services, and research 
data that are accessible by the 
public for reuse in all kinds of inno-

vative work to improve the nation’s 
health and well-being. HealthData.
JRY�KDV�EHHQ�LQ�VHUYLFH�IRU�ȴYH�
years, so now it’s time for a refresh. 
A goal of the re-launch of the site is 
to update the platform’s underly-
LQJ�WHFKQRORJ\�IRU�PRUH�HɝFLHQW�
performance. Upon that founda-
tion we’ll aim to build out a more 
robust set of tools and dashboards 
that our community of data users 
can rely on while supporting one 
another in understanding and more 
HɝFLHQWO\�XVLQJ�WKH�GDWD�UHVRXUFHV�
that are available.”

The process to build the new site 
began with the migration of existing 
data to DKAN, a Drupal-based, 
open source, open data platform. 
The team is also working to make 
sure the site will include improved 
search and sort tools, charts and 
maps, links to other relative data-
sets, and eventually a system for 
requesting and discussing data.

As GCN.com noted, “Recent 
improvements include [a] new 
PRELOH�ȴUVW�GHVLJQ��PDNLQJ�LW�DFFHV-
sible on a multitude of devices and 
networks. Along with smart search 
and tools for easier engagement 
and content sharing, HHS purged 
RI���������REVROHWH�ȴOHV�WR�PDNH�

search faster and more relevant. 
7KH�LQIRUPDWLRQ�KDV�EHHQ�ȴOWHUHG�
and organized by topic so users can 
TXLFNO\�ȴQG�H[DFWO\�ZKDW�WKH\�QHHG�ȋ

And according to HealthData.gov, 
“Our goal is to unleash the power of 
private-sector innovators and entre-
preneurs to utilize HHS data to cre-
ate applications, products, services 
and features that help improve 
health and health care — while also 
helping to create jobs of the future 
at the same time. By opening up 
our data, the idea is to help catalyze 
the emergence of a decentralized, 
self-propelled ‘ecosystem’ of inno-
vators across America who leverage 
HHS data to help consumers, care 
providers, employers, journalists, 
local policymakers and others in 
ways that no one organization 
could possibly even imagine — let 
alone build, deploy and scale.”

TAKEAWAY
Data is only as valuable as the tech-
nology it’s running on. And although 
it’s important to make data acces-
sible to the public, government 
RɝFLDOV�QHHG�WR�FRQVLGHU�HDVH�RI�
use, tools and dashboards to make 
it easily usable as well. 

http://www.healthdata.gov/blog/new-healthdatagov-now-beta
https://gcn.com/articles/2015/06/05/hhs-data-liberation.aspx
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DATA 

Back to Stats 
Class  

HOUSTON INDEPENDENT 
SCHOOL DISTRICT  

ANALYTICS PLATFORM  

THE PROBLEM
Paper-based systems within the 
school network had a history 
of being slow, inaccessible and 
VRPHWLPHV�GLɝFXOW�WR�LQWHUSUHW��
Such a reality meant that it took 
VFKRRO�RɝFLDOV�GD\V��LI�QRW�ZHHNV��
to view standardized test scores. 
2ɝFLDOV�UHOLHG�RQ�DQHFGRWHV�DQG�
intuition that were often inaccu-
rate and incomplete to make de-
cisions about education, student 
futures and schools.

SOLUTION
For the Houston Independent 
School District��WKDW�LQHɝFLHQF\�
will no longer be an issue. In 2011, 
RɝFLDOV�XQGHUWRRN�D�WKUHH�\HDU�
project to build an enterprise data 
warehouse powering Analytics for 
Education dashboards that would 
HPSRZHU�RɝFLDOV�WR�UHO\�RQ�GD-
ta-driven decision-making, rather 
than guessing. 

HISD’s innovation was recognized 
by the Best of Texas Awards in 
2015, a program that recognizes 
public-sector individuals and local 

agencies for dedications and 
contributions through IT to public 
service in state. In the past, each 
school received paper documents 
with basic test results, but now 
the data-driven dashboard allows 
GDWD�VRUWLQJ�DQG�ȴOWHULQJ�E\�
metrics such as gender, ethnicity, 
ODQJXDJH�SURȴFLHQF\��SRYHUW\�
markers and others. 

HISD’s Senior IT Manager of Data 
Governance Patrick Porter told 
Government Technology that the 
system replaces paper-based sys-
tems, and now administrators are 
not only able to see test results, 
but they can understand and 
implement the results. 

“The more that principals were 
going to the dashboard, the more 
they were exposed to the student 
data, and the more they were able 
to try and identify intervention 
opportunities for these popu-
lations and for these students,” 
Porter said. 

Moving forward, there is hope 
that such a data-driven innovation 
will push other school districts 

into the 21st century. Here lies a 
potential for data dissemination 
WKDW�ZLOO�LQ�WXUQ�SRVLWLYHO\�LQȵXHQFH�
decisions about students, earning 
high marks for everyone.

TAKEAWAY
Easy-to-consume data can 
improve students’ lives. Admin-
istrators won’t just see what the 
test results are in Houston. They’ll 
understand them and use them to 
address problems.

http://www.govtech.com/state/Best-of-Texas-2015-Awards.html
http://www.govtech.com/state/Best-of-Texas-2015-Awards.html
http://www.govtech.com/cdg/best-of-texas/Best-of-Texas-Awards-2015-Winners-Announced.html
http://www.govtech.com/cdg/best-of-texas/Best-of-Texas-Awards-2015-Winners-Announced.html
http://government662.rssing.com/chan-19591409/all_p50.html
http://government662.rssing.com/chan-19591409/all_p50.html
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DATA 

Welcome to 
Pleasantville 

A DATA-DRIVEN CITY CENTER 

THE PROBLEM
0DQ\�UHYLWDOL]DWLRQ�HRUWV�IDFH�
pressing needs, from planning for 
WKH�HHFWV�RI�FOLPDWH�FKDQJH�WR�
alleviating an increasingly diverse 
poverty demographic. But cities 
are often in crisis mode, which 
KLQGHUV�RɝFLDOVȇ�DELOLW\�WR�PDNH�LQ-
formed decisions on how to move 
forward to solve these problems. 

SOLUTION
Data infrastructures transform 
the way city governments operate. 
With that in mind, the Center for 
Government Excellence at Johns 
Hopkins University was developed 
with a grant from Bloomberg 
Philanthropies to assist more than 
100 U.S. cities in transforming 
government through data-driven 
infrastructure decisions. 

“Our focus is on resilient cities both 
here and around the world,” said 
Kathryn Edin, Director of the 21st 
Century Cities initiative, which the 
center is part of. “We want to study 
21st-century possibilities and chal-

lenges and to adopt 21st-century 
solutions. Imagine a city whose 
infrastructure is crumbling. The 
20th-century solution is to dig up 
pipes, repair them and put them 
back in the ground. In the 21st 
century, we’d want to think bigger 
than that.”

The initiative hopes to help build ca-
pacity for decision-making rooted in 
hard evidence, transparent account-
ability and citizen engagement. 

For three-term New York City 
Mayor Michael Bloomberg, a 
former chairman of the board 
of Johns Hopkins trustees, this 
data-driven solution makes perfect 
sense. “While cities are working to 
meet new challenges with limited 
resources, they have access to 
more data than ever — and they 
are increasingly using it to improve 
people’s lives. We’ll help them 
build on their progress and help 
even more cities take steps to put 
data to work. What works? That’s 
a question that every city leader 
should ask — and we want to help 
WKHP�ȴQG�DQVZHUV�ȋ�

For now, the center is starting 
with midsize U.S. cities — those 
with populations between 
100,000 and 1 million — to begin 
developing assessments.

In the future, cities looking to 
develop better data infrastructure 
will have the option to govern us-
ing a system that has been proven 
and tested by the Johns Hopkins’ 
initiative. By using state-of-the-
art data methods to understand 
the impact of policy structures 
and funding, the center has the 
potential to transform how city 
governments operate.

TAKEAWAY
Using open data can help cities 
increase transparency, improve de-
cision-making and deliver results.

http://centerforgov.org/
http://centerforgov.org/
http://hub.jhu.edu/2015/04/20/what-works-cities
http://hub.jhu.edu/2015/04/20/what-works-cities
http://soc.jhu.edu/directory/kathryn-edin/
http://soc.jhu.edu/directory/kathryn-edin/
http://hub.jhu.edu/2015/04/20/what-works-cities
http://hub.jhu.edu/2015/04/20/what-works-cities
http://hub.jhu.edu/2015/04/20/what-works-cities
http://centerforgov.org/
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Accelerating next

Accelerating 
advantage.

When your all-flash solution has no limits, it’s almost unfair. 
Give yourself the advantage of all-flash storage for less than $1.50 USD per GB usable.* All-Flash HPE 3PAR StoreServ Storage 
gives you 10X greater speed,** with built-in data protection and continuous application availability. So you’re ready to take your 
business further, faster. Visit hpe.com

HPE 3PAR StoreServ Storage
powered by Intel® Xeon® processors.
Intel Inside® . Powerful Solution Outside.

*As of June 2015, 3.84TB cMLC SSDs, when used in conjunction with 3PAR compaction technologies, bring the cost of All-Flash HPE 3PAR StoreServ Storage to less than $1.50 USD per gigabyte of usable storage capacity based on a 4:1 compaction ratio.
**Based on comparison of the relative performance and footprint of the All-Flash HPE 3PAR StoreServ 7450 Storage array against an HPE 3PAR StoreServ Storage array of the same size and capacity configured with only HDDs.
Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of the Intel Corporation in the U.S. and/or other countries.  
© Copyright 2015 Hewlett Packard Enterprise Development LP.

http://hpe.com
https://www.hpe.com/us/en/storage/3par.html
http://www.avnet.com/en-us/Pages/default.aspx
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7KH�SXEOLF�VHFWRU�LV�ȴQDOO\�JHWWLQJ�
up to speed in the IT arena. More 
and more agencies are focusing 
on trends like IT-as-a-Service, data 
analytics, and cloud computing. 
Meanwhile, citizens are expecting 
more from the government, includ-
ing high performance, always-on 
availability, and assurance that their 
data is always safe. 

These new trends and expecta-
tions mean that more than ever, 
JRYHUQPHQW�QHHGV�VFDODEOH��ȵH[LEOH�
VROXWLRQV�WKDW�DUH�UHOLDEOH��HɝFLHQW��
and easy to manage. And that’s 
ZKHUH�WKH�JURZLQJ�DGRSWLRQ�RI�ȵDVK�
storage comes in. 

Flash storage is a type of data 
repository or storage system that 
XVHV�ȵDVK�PHPRU\�Ȃ�DQG�LWV�XVH�LQ�
the public sector has been explod-
ing. GovLoop sat down with Jennifer 
Welch, Chief Technologist at HP 
Enterprise, to unpack and under-
VWDQG�VRPH�RI�WKH�EHQHȴWV�RI�ȵDVK�
storage for the public sector.

Welch noted that these days, the 
technology challenges government 
faces are more varied and complex 
than ever before. They include the 
need for big data analytics to drive 
mission performance, transpar-
HQF\�WR�EXLOG�SXEOLF�FRQȴGHQFH��

mobility to better equip employ-
ees and their constituents, and 
cybersecurity to protect critical 
infrastructure and services. 

To manage initiatives like these, an 
agency’s IT infrastructure must be 
highly scalable, rapidly accessible to 
PXOWLSOH�DSSOLFDWLRQV��DQG�ȵH[LEOH��
At the same time, agencies must 
acquire these capabilities without 
exponentially expanding their oper-
ations budget.

“Flash has fundamentally changed 
the way IT can operate in the public 
sector,” Welch said. Flash storage 
is compelling because it’s generally 
simpler than conventional storage. 
Instead of using a spinning disk and 
roving reading arm to store data, 
ȵDVK�XVHV�HOHFWULFLW\�WR�VWRUH�GDWD�
LQ�DGGUHVVDEOH�ORFDWLRQV�RQ�D�ȴ[HG��
thin layer of oxide. Data is retained 
HYHQ�ZKHQ�WKH�SRZHU�LV�R��7KHUH�
are no moving parts. 

What this means, Welch explained, 
LV�WKDW�ȵDVK�VWRUDJH�UHJXODUO\�FRQ-
sumes as little as 20 percent of the 
power of a traditional spinning hard 
drive, yet reads as much as 100 
times faster. 

Price points can be an issue with 
ȵDVK��EXW�XVHG�LQ�FRPELQDWLRQ�
with conventional storage, and it 

can actually reduce overall costs 
for agencies.

Ȋ)ODVK�KDV�GHȴQLWHO\�FRPH�GRZQ�
in price,” Welch said. “If you have 
the budget to spend, it’s a good 
investment for the public sector 
since we know IT is heading in that 
direction anyway.”

Welch added that using HP Enter-
SULVHȇV�ȵDVK�VWRUDJH�VROXWLRQV�DUH�LQ�
fact an excellent investment, simply 
for the reason they don’t lock you 
into a drive size or type. 

“From a total cost of ownership, 
ZKDW�ZH�FDQ�RHU�DQ\�FXVWRPHU�LV�
the ability of a performance guar-
antee,” Welch said. “You may not 
NQRZ�ULJKW�QRZ�LI�\RX�QHHG�DOO�ȵDVK��
RU�D�OLWWOH�ELW�RI�ȵDVK��%XW�ZLWK�+3�
Enterprise, you can mix and match. 
We can tell you, well right now you 
FDQ�JHW�D�OLWWOH�ELW�D�ȵDVK�DQG�JURZ�LW��
But we’re not going to make you do 
D�VSHFLȴF�GULYH��<RX�FDQ�KDYH�����JLJ�
drives next to 1.92 terabyte drives, 
next to 3.84 terabyte drives. And you 
can then grow at your own pace.”

Welch explained that many other 
YHQGRUV�LQ�WKH�ȵDVK�VWRUDJH�DUHQD�
tend to get more of a drive lock in 
– meaning if you start with a certain 
GULYH�W\SH��\RX�KDYH�WR�ȴOO�RXW�DQ�
entire disk array enclosure with 

just that drive type. Or worse yet, 
you start with one drive type, and 
the entire array has to be the same 
drive type until you know the end of 
that array. 

“We’re not making you pick and 
choose in terms of having to buy 
DQ�DOO�ȵDVK�WR�JHW�DOO�ȵDVK�SHUIRU-
mance, and then you have to buy a 
GLHUHQW�DUUD\�RU�GHDO�ZLWK�VRPH-
WKLQJ�GLHUHQW�LI�\RX�ZDQW�VSLQQLQJ�
media,” Welch said. “It’s the same 
DUFKLWHFWXUH��LWȇV�WKH�VDPH�EHQHȴWV��
it’s the same kind of performance 
that you would get one versus the 
other. And the best thing I think 
for anybody who’s looking at drives 
and doesn’t have a Magic 8 ball 
that sees into the future, in terms 
of what you might need six months 
from now, or what you’ll need two 
years from now, is we’re not making 
you choose.”

As government continues embrace 
ȵDVK�WR�DFFHOHUDWH�PRUH�DSSOLFD-
tions across their data centers, this 
ȵH[LELOLW\�ZLOO�EH�NH\��)ODVK�VWRUDJH�
can help the public sector create 
great solutions to power their 
public, private, or hybrid clouds with 
uncompromising adaptability from 
a single architecture – serving the 
needs of agency IT departments 
and the end users.

THE FUTURE OF 
FLASH STORAGE IN 

GOVERNMENT 
An interview with Jennifer Welch, Chief Technologist, HP Enterprise 

INDUSTRY SPOTLIGHT
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FUTURE 
TRENDS 
The essence of innovation is looking to the 
future, so this guide would be incomplete 
without a glimpse into next year. These are 
GovLoop’s predictions of what innovations 
will be the buzziest in 2016. 



FUTURE TRENDS 

Don’t Go Chasing 
Waterfalls 

DEVOPS DEVELOPS IN GOV 

THE PROBLEM:
As government designs new 
software and products for better 
customer service, developers have 
embraced Agile methodologies to 
ensure users’ needs are met. How-
ever, if teams focus solely on user 
needs and neglect technical viability 
and sustainability considerations, 
projects still run the risk of failure. 

THE SOLUTION
In the past couple years, we’ve 
witnessed the rise of Agile product 
development within government. 
That’s a design method borne of 
the private tech sector, whereby de-
signers rapidly create a barebones 
prototype — the minimum viable 
product — and release it to at least 
a subset of the public for feed-
back. Then that feedback is quickly 
integrated into the product and a 
new version is released for further 
testing. This cycle repeats until a 
truly stellar end product results.

Although Agile presents a lot of 
promise to design methods, there 
is one problem with its implemen-

tation. In many cases, developers 
work in a vacuum without input from 
the operations or quality assurance 
teams that will actually deploy and 
leverage the new product or service. 
Users get to test a product, but 
the people who have to make that 
product run day after day do not. As 
D�UHVXOW��ȴQLVKHG�SURGXFWV�PD\�EH�
XVHU�IULHQGO\�EXW�GLɝFXOW�RU�FRVWO\�WR�
manage internally. 

Now, organizations are looking 
to the private sector for another 
development method that tackles 
this disparity between development 
and operations. Called DevOps, this 
approach retains the incremental 
approach of Agile but encourages 
even greater communication and 
collaboration among internal teams. 

Both the term and the approach are 
relatively new — even in the private 
sector — and therefore lack strict 
GHȴQLWLRQ��+RZHYHU��WKH�FRUH�WHQHW�
of DevOps is that developers work 
VLGH�E\�VLGH�ZLWK�RSHUDWLRQV�VWD��
VSHFLȴFDOO\�Ζ7�RSHUDWLRQV�DQG�TXDOLW\�
DVVXUDQFH�VWD��DFURVV�WKH�OLIHF\FOH�
of a product’s ideation, design and 
deployment, rather than handing a 

ȴQLVKHG�SURGXFW�WR�RSHUDWLRQV�

This approach doesn’t diminish the 
importance of user preferences 
and feedback. Instead, it expands 
the number of stakeholders who 
work on a project, ensuring that 
products are both externally and 
internally tenable before they are 
fully developed.

Some organizations, such as the 
Defense Information Systems 
Agency, NASA and U.S. Citizen and 
Immigration Services, are already 
UHVWUXFWXULQJ�WR�HPEUDFH�WKLV�ȵH[-
ible, cross-departmental develop-
ment method. However, as more 
agencies dive into digital services, 
you can expect this approach to 
become standard operating proce-
dure across departments and levels 
of government.

TAKEAWAY
As government focuses on improv-
ing customer service and embrac-
ing design thinking, agency leaders 
cannot forget about the workers 
who will deploy new solutions.

http://federalnewsradio.com/defense/2014/08/disa-to-restructure-with-eye-toward-more-agility-cyber-command/
http://federalnewsradio.com/defense/2014/08/disa-to-restructure-with-eye-toward-more-agility-cyber-command/
http://rewrite.ca.com/us/articles/devops/how-nasa-recycles-code-for-outer-space.html
http://www.infoworld.com/article/2837893/devops/devops-agile-development-cut-through-federal-agencys-red-tape.html
http://www.infoworld.com/article/2837893/devops/devops-agile-development-cut-through-federal-agencys-red-tape.html
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Star Trek is Here!  
WEARING WEARABLES  

FOR GOV  

THE PROBLEM
Government employees and citi-
zen users are becoming increas-
ingly mobile. Yet many public-sec-
tor technologies remain bulky 
and immobile.

THE SOLUTION
In August 2015, the Defense De-
partment announced the creation 
of a Manufacturing Innovation Insti-
tute for Flexible Hybrid Electronics 
consisting of more than 160 com-
SDQLHV��XQLYHUVLWLHV�DQG�QRQSURȴWV��
The U.S. Air Force Research Labora-
tory will manage the institute, which 
will receive more than $171 million 
from DoD and private entities to 
FUHDWH�PRUH�ȵH[LEOH�HOHFWURQLFV�DQG�
sensor packages. 

Why all the interest in making 
technology more versatile? Ac-
cording to many, wearables are 
the future. 

In the private sector, products such 
as the Apple Watch, Google Glass 
and Fitbit already let citizens wear 
their technology. As those users 

become accustomed to technology 
that can keep up with and adapt to 
their lifestyle, citizens and employ-
ees alike increasingly expect their 
interactions with the public sector 
WR�EH�HTXDOO\�DV�ȵH[LEOH�

For DoD, wearables have a clear 
potential value. Soldiers in the 
ȴHOG�FRXOG�XVH�ZHDUDEOH�WHFKQRO-
ogy to stay in contact with one an-
other, headquarters and multiple 
other data sources without having 
to juggle several devices or put 
down their weapons. 

But there is also a great poten-
tial for non-defense government 
users, too. “Imagine public safety 
DSSOLFDWLRQV���URXWLQJ�DQ�RɝFHU�
on a 911 call, taking video and 
photos at a crime scene, capturing 
GDWD�IRU�DUFKLYLQJ�SXUSRVHV��$�ȴUH�
person could capture real-time 
intell as they arrive on a scene,” 
said Phil Bertolini, CIO of Oakland 
County, Mich.

Although many public-sector or-
ganizations are already increasing 
their real-time visibility through 
the Internet of Things, wearables 

can expand what and, more 
importantly, whom these sensors 
can be attached to. That means 
more data that government 
RɝFLDOV�FDQ�XVH�WR�PDNH�EHWWHU�
decisions. It also increases the 
connection points between agen-
cies and their citizen users.

TAKEAWAY
As citizens and public servants 
become more mobile, government 
technology must adapt to be as 
HTXDOO\�ȵH[LEOH�DQG�DFFHVVLEOH�

http://www.defense.gov/News/News-Releases/News-Release-View/Article/615132/dod-announces-award-of-new-flexible-hybrid-electronics-manufacturing-innovation
http://www.govtech.com/products/Wearable-Tech-Is-Set-to-Take-Off.html
http://www.govtech.com/products/Wearable-Tech-Is-Set-to-Take-Off.html
http://www.govtech.com/products/Wearable-Tech-Is-Set-to-Take-Off.html
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Do You Have a 
Robot?  

COGNITIVE TECHNOLOGY 
TUNES IN 

THE PROBLEM
The way government delivers its 
services and what citizens expect 
from those services are changing 
rapidly. As technology evolves, the 
computer is often faster and more 
HɝFLHQW�ZKHQ�LW�FRPHV�WR�VROYLQJ�
problems. But many agencies are 
slow to accept the help. 

THE SOLUTION
Although you shouldn’t expect a 
government-issued robot to start 
ȴOOLQJ�RXW�\RXU�WD[�IRUPV�IRU�\RX��
it might be time to prepare for 
DUWLȴFLDO�LQWHOOLJHQFH�LQ�JRYHUQPHQW��
As agencies attempt to keep up 
with new user expectations and 
private-sector technologies, they 
LQFUHDVLQJO\�ȴQG�WKHPVHOYHV�VKRUW�
on resources, time or know-how to 
JHW�WKH�MRE�HHFWLYHO\�GRQH��

7R�ȴOO�WKLV�JDS��RUJDQL]DWLRQV�PD\�
start turning to cognitive technol-
ogies, which use data analytics, 

machine learning, natural language 
processing, speech recognition and 
other functionality to automatically 
adapt to new needs, preferences 
and scenarios.

According to Deloitte University 
Press, these technologies allow 
RUJDQL]DWLRQV�WR�DYRLG�WKH�WUDGHR�
in speed, quality and cost that 
normally accompanies adaption to 
changing industry or user dynam-
ics. Here’s how: When an agency 
determines that a service must 
be created or revamped, it can 
develop and deploy a solution that 
ȴWV�FXUUHQW�XVHU�QHHGV�DQG�H[SHF-
tations. With cognitive technologies 
already included in the product 
or service, that solution will then 
evolve without hands-on support 
from the product team. As a result, 
the organization doesn’t have to 
worry about its solution becoming 
outdated or exhausting its resourc-
es on constant updates.

For citizens, these technologies 
could make government services 

more personal by allowing online 
applications to progressively and 
automatically adapt to the likes, 
dislikes and patterns of interaction 
with an individual user.

TAKEAWAY
As the pace of technological and 
citizen demands accelerates, 
JRYHUQPHQW�DJHQFLHV�PXVW�ȴQG�
automated ways to stay up-to-date 
without exhausting resources or 
failing expectations.

http://dupress.com/articles/cognitive-technologies-business-applications/#end-notes
http://dupress.com/articles/cognitive-technologies-business-applications/#end-notes
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